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O BHECCHMH M3MEHEHHH B HEKOTOPBIC HOPMAaTHBHEIC IpaBoBhIe akThl Pecmy6imkn Kasaxcran
10 BOIIPOCAM PETyIHpOBaHASA HHPOpManMOHHON 06€301aCHOCTH Ha (PHHAHCOBOM PHIHKE

[ToctanoBnenue IlpaBnenuss ArenrcrBa PecnyOnuku KazaxcTan mo peryiaupoBaHUIO U
pa3BUTHIO (UHAHCOBOTO pbiHKa OT 29 ampens 2022 roma Ne 30. 3apeructpupoBaHO B
MunuctepctBe roctuiuu Pecyonuku Kazaxcran 6 mast 2022 roga Ne 27949

[IpaBnenue ArentrctBa PecnyOnuku KazaxcTaH mo peryiupoBaHUIO U Pa3BUTHUIO
¢unancosoro peinka [IOCTAHOBJISET:

1. YrBepauts [lepeuenb HOpMATUBHBIX MPABOBBIX akTOB PecmyOnuku Kaszaxcran no
BOIIPOCaM PETYJIUPOBaHUS HHPOPMAITMOHHOW 0e30macHOCTH Ha (MHAHCOBOM pBHIHKE, B
KOTOPbIE BHOCSTCSI U3BMEHEHHMSI, COTJIACHO MPUJIOKEHHUIO K HACTOSIIEMY [TOCTaHOBJICHHUIO.

2. YnpaBneHuto kubepOe30nacHOCTH B YCTaHOBIEHHOM 3aKOHOAATENbCTBOM Pecrybnuku
Kazaxcran nopsiake o0ecneunTs:

1) coBmectHO ¢ FOpuanyeckuM JenapTaMeHTOM TIOCYJAPCTBEHHYIO PETHCTPALUIO
HACTOSIIEro MOCTaHOBIEHUS B MuHucrepcTse toctunun Pecny6nuku Kazaxcran;

2) pa3MeIIEeHHE HACTOSIIEro MOCTAHOBJIECHUS Ha OQUIMAIBLHOM HHTEpPHET-pEcypce
ArenrctBa PecnyOnuku KazaxcTan mo peryiaupoBaHUIO M Pa3BUTHIO (PUHAHCOBOTO pPhIHKA
nocJie ero 0(pUUUaIBLHOTO OMMYOIMKOBAHUS;

3) B TeueHue aecsATH pabounx JHEH Mmociie rocyJapCTBEHHOM PerucTpaluy HacTOSIIEro
NOCTAHOBJICHUS TIpejcTaBieHue B FOpuanyeckuii nenapraMeHT CBEIEeHUN 00 MCIOTHEHUU
MEpPOIPUATHS, TPEAYCMOTPEHHOTO MOAITYHKTOM 2) HACTOALLErO MyHKTA.

3. KoHTpoJ1b 32 HCIIOJIHEHUEM HACTOSIIETO TOCTAHOBJIEHMSI BO3JIOKUTh HA KypUPYIOLLErO
3amectutens llpencenarens ArentctBa PecnyOnukm Kazaxcran mo peryinvpoBaHUIO H
pa3BUTHIO (PMHAHCOBOTO PHIHKA.

4. Hacrosiiee mocTaHOBIIEHUE BBOJUTCS B ICHCTBUE MO UCTEUECHUH JECATU KaJICHIAPHbBIX
JTHEH TocTe THS €r0 MepBOro 0(UIUATEHOTO Oy OJIMKOBAHUS.

Ilpencenarenr AreHTcTBa

Pecrry6mnkn Kazaxcran

M. AbbLIKachIMOBa
IO PETyTHPOBAHHIO

H pa3BUTHIO q)HHélHCOBOFO PBIHKA
"COI'JTACOBAHO"

Hauuonansueiii bank

PecnyOnuku Kazaxcran

IIpunoxenue
K II0CTaHOBJICHUIO

ITepegers HOpMaTHBHBIX IPaBOBEIX akTOB PecyOmiku Kazaxcral mo BompocaM peryiapoBaHHs
AHpOpMaHOHHOM 06€30IIacCHOCTH Ha ()MHAHCOBOM PHIHKE, B KOTOPEIE BHOCATCA H3MEHEHHUA



1. Buectu B moctanosnenue Ilpasnenus Hamonansnoro banka Pecriy6nuku Kazaxcran
or 27 mapta 2018 roma Ne 48 "OO6 yrBepxaenuun TpeOoBaHU K 0OECIECYESHUIO
MHpOpMAIMOHHONW Oe30MmacHOCTH OaHKOB, (UIMAIOB OAaHKOB-HEpPE3UJEHTOB PecnyOnnku
Kazaxctan u opranuzaiuii, OCyIIECTBIISIONUX OTAEIbHbIE BHUJIbI OAaHKOBCKUX OTEpaIlHii,
[IpaBun U CpOKOB MpenocTaBieHuss HMHPopMmanuu 00 HMHIUAEHTAX WH()OPMAIIMOHHON
0€30macHOCTH, BKJIIOYasi CBEJICHUSI O HapYIIEHUAX, CO0AX B MH(OpMAIMOHHBIX cucTeMax" (
3aperucTpupoBaHo B PeecTpe rocyJapCTBEHHOW PErMCTpallMd HOPMATHBHBIX MPABOBBIX
aktoB noj Ne 16772) cnenyrouiyue n3MEHEHHUS:

TpeboBanus k oOecrneyeHU0 MHPOPMAIIMOHHON Oe30macHOCTU 0aHKOB, (UIMATIOB
O0ankoB-Hepe3uaAeHTOB PecnyOnuku Kazaxcran u  opraHusanuid, OCYIIECTBIISIONIAX
OTJIeJIbHBIE BUIbl OAHKOBCKUX OTEPAIIMiA, U3JI0KUTh B PEIAKIIMKU COTIACHO MPUIIOKEHHIO 1 K
HacTosemy [lepeuHio HopMaTUBHBIX IPaBOBBIX akTOB PecnyOnrku Kazaxcran nmo Bompocam
peryiupoBanusi MHGOPMAIMOHHON 0€30MacHOCTH Ha (UHAHCOBOM PBHIHKE, B KOTOPHIC
BHOCATCA n3MeHeHus (nanee — [lepeyens);

[IpaBuna u cpoku npeaocTaBiieHus UHPOpMAUK 00 MHIMIEHTAaX MHPOPMALMOHHOM
0€30IacCHOCTH, BKJIIOYasi CBEACHUS O HAPYIIEHUSX, COOSIX B MHPOPMALIMOHHBIX CHUCTEMAX,
U3JI0KUTh B PEJAKIIMM COIIACHO MPWIOKEHUIO 2 K HacTosemy [lepednro.

2. Buectu B mocranoBienue [lpaBinenuss ArentcrBa Pecnyonuku Kazaxcran mo
pPEryJMpOBaHUIO U Pa3BUTHIO (MHAHCOBOroO pbiHKA OT 21 centTsaops 2020 roma Ne 90 "OO6
yTBepxkaeHun TpeOoBaHuil Kk cinyx0aM pearupoBaHUs HA HHIUACHTH UHGOPMAIMOHHOM
0€301acCHOCTH, MPOBEJECHUIO BHYTPEHHUX PACCIECIOBAHUN MHUUJIECHTOB MH(OPMALMOHHON
6e3omacHocTu" (3aperucTpupoBaHo B Peectpe rocyaapcTBEHHON pEerucTpaiui HOpMaTUBHBIX
MpaBoBbIX akTOB Mol Ne 21274) cnenytoiee U3MEHEHHE:

B TpebGoBaHusx k ciayx0am pearupoBaHus Ha WHIUICHTHI WH()OpPMAIMOHHOM
0€301acHOCTH, MPOBEJECHUIO BHYTPEHHUX PACCIEIOBAHUNA WMHUUJIECHTOB MH(OPMAIMOHHOM
0€30MMacHOCTH, YTBEPIKICHHBIX YKa3aHHBIM MOCTAaHOBJICHUEM:

NYHKT 2 U3JI0KUTH B CIEAYIONIEH pelaKInu:

"2. B TpeOoBaHMIX UCIONB3YIOTCA NOHATHUS, IPETyCMOTPEHHbIE 3aKOHOM PecmyOnuku
Kazaxcran "O6 undopmaruzanuu", nocranosiennem llpasnenuss Hanmonansnoro banka
Pecnny0nuku Kazaxcran ot 27 mapra 2018 roga Ne 48 "O6 yrBepxaenun TpebGoBanuii k
oOecrieueHn0 WHPOPMAIIMOHHON 0e30MacHOCTH OAHKOB, (PHIMAIOB OAHKOB-HEPE3UICHTOB
Pecny6nuku Kazaxcran U opraHu3anuii, OCyIIECTBIISIIOIIUX OTIEIbHbIE BUbI OAHKOBCKUX
onepanuii, IlpaBun u cpokoB mpenocTaBieHus HUHPopmanuu 00 MHIUICHTAX
nHQOpMalMOHHOM O€30MacHOCTH, BKIJIIOYas CBEIEHUS O HapylUIeHUsIX, cOOsIX B
MHQOPMaMOHHBIX CcHUCTeMax'", 3aperucTpUpoOBaHHbIM B PeecTpe rocynapcTBEeHHOU
pEerucTpalyy HOpMAaTUBHBIX IPABOBBIX akTOB 1o Ne 16772, a Takxke Cleayroe MOHATHS

1) peTpocneKTUBHBINA aHaIU3 COOBITUH MH()OPMALMOHHOW 0€30MacHOCTH — aHalu3
COBOKYITHOCTH JaHHBIX, MOJYYEHHBIX B XOJ€ MOHUTOPUHIA COOBITUA MHPOPMALMOHHOU



0€30MacCHOCTH 3a ONpEJCNICHHbIH MPOMEXKYTOK BPEMEHH C IIEJIbI0 BBIABICHUS
HEOOHAPYKEHHBIX paHee WHIIUICHTOB HH(OPMAIIMOHHON O€30MaCHOCTH;

2) BHYTpEHHEE paccieI0BaHue MHITUACHTa HHHOPMAITMOHHON 0€301MacHOCTH — MPOoIIece,
OCYIIECTBISACMBI paOOTHHKaMH OaHKa, OpraHMW3alli W TPETHhUMH JIUIIAMU B ICJISAX
YCTAHOBJICHUSI TIPUYMH M TPEANOCHIIOK BO3HUKHOBEHHWSI WHIIUICHTa WH(GOPMAIMOHHON
0€30MacHOCTH, MOPSAKA pean3alii MHIUACHTa HHPOPMAIIMOHHON 0€301aCHOCTH, OIEHKH
MacmTaba BO3JAEHCTBUS M ymiepba OT peanu3aluu HHIMACHTA HHPOPMAIMOHHOM
Oe3onacHocTH, aHanu3a 3G(HEKTUBHOCTH MPHUHSATHIX MEpP pPEarupoBaHUs HA HHITUIACHTHI
nH(pOpMaIIMOHHOM 0€30MaCHOCTH;

3) crangapTHas IpoLeaypa pearupoOBaHUsl — MOPSAOK TPUMEHEHUS HEOTIOKHBIX MEp 10
JOKaJIM3aIMi WHIUAEHTa WHPOPMAIMOHHON 0e30MacHOCTH, BEPOSITHOCTh BO3HUKHOBEHUS
KOTOPOTO BBICOKAa 0€3 BO3MOXHOCTH CHWIKEHHS PHCKAa BO3HUKHOBEHUSI WHIIUJICHTA
UH(GOPMAIIMOHHON 6€30ITaCHOCTH B KOPOTKUE CPOKH;

4) UHIUKATOp KOMITPOMETAIIMU — YHUKaJIbHAs XapaKTepUCTHKa 00BhEKTa, HAOII0JaeMOro
B DHEPro3aBUCUMOM MaMsTH, Ha SJIEKTPOHHBIX HOCUTEIIAX WM B CETEBOM Tpaduke, KOTopas ¢
OO0JIBIIO ToNIeH BEPOATHOCTU YKA3bIBAET HA KOMIIPOMETAIIMIO YCTPONCTBA;

5) ysI3BUMOCTD — HEAOCTATOK MH(POPMAITMOHHOM CUCTEMBI WIIH €€ OTACIIbHBIX DJIEMEHTOB,
dKCIUTyaTaluss KOTOPOTO CMOCOOHA TPUBECTH K HAPYHICHUIO IIEIOCTHOCTH M (WIJIH)
KOH(DHUICHIIMATEHOCTH ¥ (UJTK) TOCTYITHOCTH WH()OPMAITMOHHON CUCTEMBL.".

3. Buectu B nocraHoBieHue IlpaBnenuss ArentctBa Pecnybnuku Kazaxcran mo
PETYIMPOBAHUIO U Pa3BUTHIO QuHAHCOBOTO pbiHKA OT 23 HOs0pst 2020 roga Ne 111 "O6
YTBEPKIECHUU METOJUKUA OLEHKU PUCKOB HMHGPOPMAIMOHHONW O€30MacHOCTH, BKIOYas
MOPSIIOK PaHKUPOBaHUS (DMHAHCOBBIX OPTaHU3AIMK MO CTEICHH MOABEPKCHHOCTH PHUCKAM
uHopmarmonHot Oe3zonmacHocTu" (3aperucTpupoBaHo B PeecTpe rocynapcTBeHHOU
perucTpaluyy HOpMAaTUBHBIX IPABOBBIX akTOB 1Mo Ne 21686) cienytoniee H3MEHEHHE:

B MeToauke OIIEHKH PUCKOB MH(DOPMAIMOHHOW 0€30MacHOCTH, BKIIOYAs MOPSIOK
paH)KUpPOBaHUS (PUHAHCOBBIX OpraHW3alMil 10 CTEMECHW TOJABEPKESHHOCTH pPHCKaM
uH(GOPMAIIMOHHON 0€30MaCHOCTH, YTBEPKIEHHON YKa3aHHBIM MOCTAHOBJICHUEM:

NYHKT 2 U3JI0KUTH B CIEAYIONEH pelaKInu:

"2. B MeToauke UCnoNIb3yIOTCS CIEAYIOIIMNE TTOHATHUSA:

1) 6uzHec-Bnaenen MHPOPMaIMOHHOTO aKTHBA — BIIaJiesiel] OCHOBHOTO OM3HEC-Tpoiiecca
, UL 0OecTiedeHHsI )KU3HEHHOTO IIMKJIa KOTOPOTO UCIOJIb3YeTCsl MH(POPMAIIMOHHBIN aKTHB,

2) yrpo3a uH(pOpMaIMOHHONW 0E€30MaCHOCTH — COBOKYIHOCTh yCJIOBUH U (haKTOPOB,
CO3/IAIOIIUX MPEANOCHIIKY K BOSHUKHOBEHHUIO MHIUICHTa NHPOPMAITMOHHOHN 0€30MacHOCTH;

3) puck mHDOpMAITMOHHON OE30MacCHOCTH — BEPOSATHOE BO3HHKHOBEHHE yIepOa
BCJICJICTBUE HApYILIEHU KOHPUIECHIIMATBHOCTH, IPETHAMEPEHHOTO HAPYIIEHHUS 1IeJIOCTHOCTH
WM IOCTYITHOCTH WH()OPMAITMOHHBIX AKTUBOB;

4) ypoBeHb prcKa HH(POPMAIIMOHHOM 0€30MaCHOCTH - KOMOWHAIINS BEPOSTHOCTH COOBITHS
U €ro MOCJICJCTBUM;



5) ypoBEHb CyIIECTBEHHOCTH YOBITKOB OT HapyIIeHUs HHPOPMAIMOHHON 0€30MacHOCTH —
YpPOBEHb YOBITKOB OT HapylieHus HUHGOPMAIMOHHON O€30MacHOCTH B (PUHAHCOBOM
OpraHu3alliM, MPEBBIIICHHE KOTOPOTro MO OTACIbHOMY HH(OPMAIMOHHOMY aKTHBY HE
npremiieMo AJi1 (pUHAHCOBOW OpraHU3allNMY;

6) KpUTUYHBIA UHPOPMAITMOHHBIN aKTHB — WH()OPMALIMOHHBIN aKTUB, OMPENEIsIEMBbIi B
COOTBETCTBUU C TmocTraHoBieHueM I[lpaBnenuss Hamumonanbnoro banka Pecny6nuku
Kazaxcran ot 27 mapta 2018 roma Ne 48 "O6 yrBepxknenun TpebGoBaHu K 00€CIEUEHUIO
nH(popManmoHHoN Oe3omacHoCcTH OAHKOB, (UIMANIOB OAHKOB-HEPE3UACHTOB PecmyOnuku
Kazaxctan um opraHuszanuid, OCyIIECTBIISIOIIUX OTAEIbHbIE BHJIbI OAHKOBCKUX ONEpAIMil,
[IpaBun u cpokOB mIpenocTaBiieHUs HHPoOpMauuu 00 WHUMUJEHTAX HHGOPMAIMOHHON
0€30IacHOCTH, BKJIIOUYasl CBEJICHMS O HApPYIICHUX, cO0sX B MH(POPMAIIMOHHBIX CUCTEMAX'",
3apErucTPUPOBAHHBIM B PeecTpe rocyaapCTBEHHOM pEerucTpali HOPMATHBHBIX MPABOBBIX
akToB 1mox Ne 16772.".

[Tpunoxenue 1
k IIepeuHro HOpMAaTUBHBIX
MIPaBOBBIX aKTOB
Pecny6mmkn Kazaxcran
TI0 BOIIPOCAM PETYIMPOBAHHUS
WHPOPMAIMOHHONW 0€30MIaCHOCTH
Ha (MHAHCOBOM pPBHIHKE,
B KOTOPbIE BHOCSITCSI H3MEHEHUS

[Tpunoxenue 1
K nocra”osienuto IIpasienus
Hanunonansnoro banka
Pecny6nmkn Kazaxcran
ot 27 mapta 2018 ronma Ne 48

TpeboBanns K obecnedeHII0 HHPOPMAITMOHHOM 6e30macHOCTH OaHKOB, (PHIMATIOB
6ankoB-HepesnaeHTOB PecmyOnmkn KazaxcTan u opranusanmii, OCymeCTBISIONIAX OTICIbHEIE
BHBI 0AHKOBCKHMX OIIepaIiit

I'maBa 1. OOnHe IOMOKEHHS

1. Hacrosimue TpebGoBanus k obecnieueHno HHOOPMAITMOHHON 0€301MacHOCTH OaHKOB,
¢unmanoB 0aHkoB-Hepe3uieHToB PecryOnnku Kazaxcran u opranuzaiuii, OCyIieCTBISIIOIUX
OT/AENbHbIE BHUAbl OaHKOBCKMU omnepanuid (nanee — TpeOoBaHmus), pa3paboTaHbl B
COOTBETCTBHM C MyHKTOM 7 cTtatbu 61-5 3akona PecnyOmuku Kaszaxctan "O OaHkax u
O0aHKOBCKOHM nearenbHOocTH B PecnyOnnke Kaszaxcran" u ycTaHaBIMBaKOT TpeOOBaHUS K
obecrieueHn0 WHPOPMAIIMOHHON 0e30MacHOCTH OAHKOB, (PHIMAIOB OAHKOB-HEPE3UICHTOB
PecnyOnuku Kazaxcran (ganee — 6aHK) ¥ opraHu3aliuii, OCyIIeCTBISIOMNUX OTACIbHBIC BUIBI
O0AHKOBCKHX OTIepalnii (qajee — Opranmu3aiius).

2. B TpebGoBaHuUAX UCTIONB3YIOTCS MOHATHS, IPEyCMOTPEHHbIE 3aKOHOM PecryOnnku
Kazaxcran "O0 undopmaruzanuu", a Takke CJIEIYIONIUE TTOHSITHS:



1) undopmanuonHas Oe3zomacHOCTh B cdepe mHPopMaTtuzauuu (manee —
nHbopMalMOHHass OE30MaCHOCTh) — COCTOSHUE 3allMIIEHHOCTH AJEKTPOHHBIX
UHPOPMAIMOHHBIX pecypcos, HHPOPMAIMOHHBIX CHCTEM u
UH(OPMAITMOHHO-KOMMYHHUKAIIMOHHON MHPPACTPYKTYPHI OT BHEIITHUX U BHYTPEHHHUX yTPO3;

2) mTaTHBIN HOCUTENb HHPOPMAIIMH — HOCUTENh WH(OPMALINH, SIBISIOUINIICS COCTaBHOM
4acThlo 00bEeKTa HHPOPMALIMOHHO-KOMMYHHUKAITMOHHON HHPPACTPYKTYPHI ¥ MOIKIIOUEHHBIN
K HEMY Ha IIOCTOSIHHOM OCHOBE;

3) uHPOpPMAIMOHHBIA AaKTUB — COBOKYMHOCTh HH(pOpMamuu U OOBEKTa
MH(}OPMATMOHHO-KOMMYHHUKAIIMOHHOW MH(PACTPYKTYPHhI, UCIIONB3YEMOTO JIJIsl €€ XpaHEHUS
u (wm) 00paboTKH;

4) UT-menemxep nHOOPMAIIMOHHON CUCTEMBbI/aKTHUBa — paOOTHHUK WM TTOApa3eaeHue (
pabOTHUKK WM TMOJpa3jesieHus) 0aHKa, OpraHu3aliy OTBETCTBEHHBIEC 3a MOJAECpKaHUE
MH()OPMAIIMOHHON CHUCTEMBbI/aKTUBAa B COCTOSIHUM, COOTBETCTBYIOLIEM TPEOOBaHUIM
Ou3Hec-BIaAelblia HHPOPMAMOHHON CUCTEMbI/aKTHBA,;

5) 6uzHec-Bnaneneln HHOPMAITMOHHON CHUCTEMBI WU TIOJICUCTEMBI — MOJipa3ieicHue (
paboTHUK) OaHKa, OpraHU3allNu, SBISIONIEECS (SBISIOMIUICS) BIaaelblleM OCHOBHOTO
Ou3Hec-Ipoliecca, KOTOPbIi aBTOMaTU3UPYyeT HHPOPMAITMOHHAS CUCTEMA UJTH MOJCUCTEMA;

6) nHGOPMAIIMOHHO-KOMMYHUKAIMOHHAsT UHPpaACTpyKTypa (nanee — MHPOpMAIIMOHHAS
UHPpACTPYKTypa) — COBOKYMHOCTh OOBEKTOB WHGOPMAIMOHHO-KOMMYHUKAITMOHHOMN
UHQPACTPYKTyphl, MpeAHA3HAYEHHBIX s oOecneuyeHus  (QYHKIIMOHUPOBAHUS
TEXHOJIOTHYECKOH Cpeibl B LENSIX (POPMUPOBAHUS ICKTPOHHBIX HHPOPMAIIMOHHBIX PECYPCOB
U TIPEJIOCTABJICHUS IOCTYyNa K HUM;

7) mepuMeTp 3auuThl MHPOPMAIMOHHO-KOMMYHHKAIIMOHHON MHPPACTPYKTYphl —
COBOKYITHOCTH NpOoTpamMMHO-aMapaTHBIX CpPEICTB, OTIEISIIOIUX
MH(}OPMATMOHHO-KOMMYHHUKAIIMOHHYI0 UHPPACTPYKTYpy OaHKa, OpraHu3aliii OT BHEIIHUX
WHPOPMAIIMOHHBIX CETeH U pealu3ymoluX 3alUTy OT Yrpo3 HHPOPMAIMOHHOU
0e30IaCHOCTH;

8) yrposa mHbOpPMAIMOHHON 0€30TaCHOCTH — COBOKYITHOCTH YCIOBHUA U (haKTOPOB,
CO3JAIOIINX MPEANOChUIKM K BO3SHUKHOBEHHUIO MHIIMIEHTa MH()OPMAITMOHHON 0€3011aCHOCTH;

9) puck uHpopmManMOHHON 0€30MaCHOCTH — BEPOSITHOE BO3ZHUKHOBEHHUE YyiepOa
BCJICJICTBUE HApYIIEHU KOHPUIECHIIMATBLHOCTH, MPETHAMEPEHHOTO HAPYIIIEHUS 1IEJIOCTHOCTH
WM IOCTYMHOCTU MH(OPMAIIMOHHBIX aKTUBOB 0aHKa, OpraHU3allkH;

10) obecnieuenre UHPOPMAIMOHHON OE30MACHOCTH — MPOIECC, HANPABICHHBIM Ha
MOJJEPKAHUE COCTOSIHUS KOH(UAEHUMATBbHOCTH, LEJIOCTHOCTHU U JIOCTYIHOCTHU
WH(OPMAITMOHHBIX aKTUBOB 0aHKa, OpraHU3aIlNH;

11) undopmarus 06 uHIUAEHTaX UHPOPMAITMOHHON O€30MacHOCTH — HHpopMaIus 00
OTJIEIBHO AU CepuiiHO BO3HHUKAIOIIUX c0oax B paboTe
MH()OPMAIIMOHHO-KOMMYHHUKAIIMOHHON HHPPACTPYKTYpbl WU OTIEIBHBIX €€ OOBEKTOB,
CO3/AI0NIUX YIpo3y HX HajexamemMy (YHKIMOHUPOBAHUIO U (WJIM) YCIIOBHUS IS



HE3aKOHHOTO TMOJy4YeHHUsI, KOUPOBAHUSA, PACTIPOCTPAHEHUS, MOIU(DUKAIINN, YHUUTOXKCHUS
WM OJIOKMPOBAHUS 3JIEKTPOHHBIX HH()OPMAIMOHHBIX PECYPCOB;

12) nanuaeHT nHGOPMAIIMOHHON 6€30MacCHOCTH — OTJEIHHO UM CEPUITHO BO3ZHUKAIOIIINE
coou B paboTe HHPOPMALMOHHO-KOMMYHUKAIIMOHHON UHPPACTPYKTYPBI WIIH OTAEIbHBIX €€
00BEKTOB, CO3/IA0IIUE YTPO3Yy UX HaAexameMy GyHKIIMOHUPOBAHUIO U (MIIK) YCIOBUS IJIs
HE3aKOHHOTO TMOJY4Y€HHUs, KOMMPOBAHUS, PACTIPOCTPAHEHUS, MOIU(DUKAIINN, YHUUTOXKCHUS
WM OJIOKMPOBAHUS 3JIEKTPOHHBIX HH()OPMAIIMOHHBIX PECYPCOB;

13) npemycTaHOBIICHHBIE YUETHBIC 3aMTUCH — YUETHBIC 3alTMCH HH(GOPMAIIMOHHBIX CUCTEM,
YCTaHOBJICHHbBIE UX MPOU3BOIUTEISIMU;

14) npuBmiIernpoBaHHasl y4eTHAS 3aMUCh — YUETHAs 3aMiCh B MHPOPMAITMOHHOM CHCTEME
, o0nagaromas NpUBUIETUSIMU CO3/IaHMs, YIAJICHUS] U U3MEHEHHUs IpaB JIOCTyNa yYETHBIX
3aMucei;

15) KOHCOJIb AIMUHUCTPUPOBAHUSI 1 MOHUTOPUHTA — paboyasi CTaHIIMS, TO3BOJISIOIIAs
OCYULIECTBJISTh YJIaJIE€HHOE yIpaBIeHHE HHPOPMALMOHHON CUCTEMOM;

16) 6uzHec-mpoliecc — COBOKYMHOCTh B3aMMOCBSI3aHHBIX MEPONPHUSATUNA WU 3ajad,
HaIpaBJICHHBIX HA CO3/aHUE OMNPENEICHHOrO0 MPOJIYKTAa WIM YCIYyTH JJI BHELIHErOo WM
BHYTPEHHET0 IOTpeOUTeNs;

17) Bnagenen 6u3zHec-mpolecca — nojpasjaeneHue (paboTHUK) OaHKa, OpraHU3alluH,
oTBeyaroliee (OTBEHAIONINI) 3a XU3HEHHBIA ITMKI OW3HEC-Tpolecca M KOOPAMHAIMIO
JEeSTENbHOCTHU MOApa3ieNieHnit OaHKa, opraHu3aliy, BOBJICYEHHBIX B OM3HEC-TIPOLIECC;

18) BupTyanbHas cpefia — BHIYUCIUTENbHBIE PECYPCHI WIIM UX JOTHYECKOe 00bEINHEHHE,
abCcTparupoBaHHOE OT anmapaTHON peanu3alru, 1 00eCIeYnBaOIIEe IPU ITOM JIOTHUYECKYIO
M30JSIHUI0 JIPYT OT Jpyra BBIYMCIUTEIbHBIX MPOIECCOB, BBIMOJHIEMBIX Ha OJHOM
(hU3UIECKOM pecypce;

19) runepBu3op — OpOrpaMMHOE WJIM amnnapaTHO-NPOrpaMMHOE oOecneyeHue,
MTO3BOJISIOIEE CO3/1aBATh U 3aIyCKaTh OJJHOBPEMEHHO HECKOJBKO ONEPALMOHHBIX CUCTEM HA
OJIHOM U TOM € CEPBEPE UIIU KOMITBIOTEPE;

20) mpoTOKOJ Tepeaadyu JaHHBIX — HAOOp MpaBWI U ASUCTBUM, MO3BOJISIONINI
OCYUIECTBJISATh COCAMHEHNE U OOMEH TaHHBIMU MEXKIY JABYMs U 00Jiee BKIIOYEHHBIMU B CETh
YCTPOMCTBAMU;

21) uenTp 006pabOTKH JAHHBIX — CIEIHATBHO BBIJEIECHHOE MOMEIICHUE, B KOTOPOM
pa3MelleHbl cepBephl, oOecrnedyuBaromue padoTy HHOOPMAIMOHHBIX CcHUCTeM OaHKa,
OpraHu3aluy;

22) MeXCeTeBOW HKpaH — DBJIEMEHT HH(QOPMAIMOHHON HH(PACTPYKTYpHI,
OCYIIECTBIISIONUN KOHTPOJIb U (PUIBTPALIMIO MPOXOASIIErO Yepe3 HEro CeTeBOro Tpaduka B
COOTBETCTBHH C 33JaHHBIMU [IPABUIIAMU;

23) pabouasi cTaHIMS — CTAllMOHAPHBIA MEPCOHATBHBIA KOMIBIOTEDP MOJIb30BATENS
MH(GOPMAIIMOHHOTO aKTHBa OaHKa, OPraHU3aInu;



24) ngocTyn — BO3MOXKHOCTh HCIIOJIb30BaHUS MH(OPMAIIMOHHBIX aKTUBOB OaHKa,
OpraHU3aINH;
25) rpynmoBble TMOJUTUKKA 0€30MacCHOCTH — pEaTu30BaHHBIC CPEICTBAMH
MH(POPMAITMOHHBIX CUCTEM THUITOBBIC HAOOPHI IPAaBHI MHPOPMAITMOHHOHN 0€30MacHOCTH;
26) mpunoXeHWe — MPHUKIAIHOE MPOrpaMMHOE O0OecCreyeHHEe IOJIb30BaTEs
UH(OPMAIIMOHHON CUCTEMBI;

27) pe3epBHasi KON — KOMUS TAaHHBIX HA HOCUTENE WH(OpMalH, peaHa3HAYCHHAS 115
BOCCTaHOBJICHMSI IAHHBIX B OPUTHHAIHLHOM HJIM HOBOM MECTE UX PACIIOIOKEHHUS B ClIydae MX
MOBPEXKACHUS UJIH pa3pyIICHUS;

28) curHarypsl — HA0Op MaHHBIX, UACHTUDUITUPYIOMIMX TPOTPAMMHBIA KOJT;

29) obecrieueHre TEXHUYECKOM 0€30MacHOCTH — Mpoliecc odecrnedeHrs 0€30MacHOCTH
0aHKa, OpPraHW3aNU C KCIOJIB30BAHMEM TEXHUYECKHX CPEJCTB (CHCTEMBI OXPaHHOU H
NOKapHOW CUTHAJIW3alMy, KOHTPOJISI M YyIpaBJIEHHS JOCTYNOM, BUJIEOHAOIIOACHUS,
MOKapOTYIICHHsI, KOHTPOJISI TEMIEPATYPHOTO PEXUMA U BIAKHOCTH B LIEHTpE 00pabOTKH
JAHHBIX);

30) TexHONOTHYECKasl yueTHas 3alich — y4yeTHas 3amuch B MH(POPMAIIMOHHON CHUCTEME,
MpeHa3HaYeHHAas I ayTeHTU(UKAIIMY TPY B3aUMOICUCTBUN HH(POPMAIIMOHHBIX CUCTEM;

31) xoppekTupyroiias Mepa — Habop OpraHU3alMOHHBIX U TEXHUYECKUX MEPOIPHUSITHH,
HaIpaBJICHHBIX Ha HCIpPABJIICHHE CYLIECTBYIOUIEH MpoOsieMbl B Ipoliecce oOecrnedeHus
MH(GOPMAIIMOHHON 6€30MacHOCTH JIMO0 MOCIIEICTBUN €€ HApyILIEHUS;

32) yHOJHOMOYEHHBIN OpraH — YIOJIHOMOYEHHBII OpraH Mo peryJnpOBaHUI0, KOHTPOJIIO
¥ Ha/130py (PMHAHCOBOTO PhIHKA U (DMHAHCOBBIX OPTaHU3AIUH.

3. K oOecneuenuto uHpopMaimoHHONW Oe30macHOCTH OaHKOB, OpraHu3alui
NPEIbSABISAIOTCS CIEAYONNE TPeOOBAHUS:

1) TpeboBaHMs K OpraHU3alUy CUCTEMBI YIIPaBIeHUs HHOOPMAMOHHON 0€301aCHOCTBIO;

2) TpebOBaHMsI K KaTErOPUPOBAHUIO HH(DOPMAITMOHHBIX aKTUBOB OaHKa, OpraHU3aIINH;

3) TpeOoBaHMA K OpraHM3aluy AOCTyna K HHPOPMALMOHHBIM akTHBaM OaHKa,
OpraHU3alNH;

4) TpeOoBaHMS K 00ecIeueHnI0 6€30MacHOCTH HHPOPMAITMOHHON HH(PACTPYKTYPHI;

5) TpeOoBaHuA K CpPEACTBAM KpUNTOrpahUueCKOr 3alUThl HHPOPMALINH;

6) TpeboBaHus K 00ecreueHN0 HHOOPMAITMOHHOW O€30MMacCHOCTH MPHU JIOCTYIIC TPEThUX
JUI] K HTHQOPMAIIMOHHBIM aKTHBaM OaHKa, OpTaHU3aIlNM;

7) TpebOBaHUS K NMPOBEACHUIO BHYTPEHHUX MPOBEPOK COCTOSHUS MH(POPMALUMOHHOM
0e30I1aCHOCTH;

8) TpeGoBaHus K MpoIeccaM CUCTEMbI YIIPABJICHHSI HHPOPMAIIMOHHOM 0€30MMacHOCTHIO.

I'maBa 2. TpeGoBaHMs K OpraHM3aNiy CHCTEME] YIIPaBIIeHUS HHPOPMAHOHHOH 6€30MacCHOCTHI0

4. TlepBblii pyKOBOAWUTENh OaHKa, OpTraHU3aUU O0OECIEYMBAET CO3JAHHE,
(GYHKIMOHUPOBAHUE U YIyUIlIEHUE CUCTEMBI YIpaBiieHUs HHPOPMALIMOHHOM 0€30MacHOCThIO,



SBJISTFOIIEICST YaCThIO OOIIEH CUCTeMbl YIIpaBieHusl 0aHKa, OpraHU3aIliy, TpeIHa3HAYeHHON
IUISL yIIpaBJIeHUs MpoleccoM odecnedeHus: THGOPMAaIIMOHHON 0€30MacHOCTH.

5. Cucrema ymnpaBiieHHs HHPOPMAITMOHHON 0€301acHOCThIO 00ECIeUHnBaET 3aIIUTy
MH(OPMAIIMOHHBIX aKTUBOB OaHKa, OpraHW3alluH, MPEIyCMaTPUBAIOIIYI0 MHUHUMAaIbHBIN
YpOBEHb MOTEHIIMAIBHOTO yiepOa ajsi Ou3Hec-1poLeccoB 0aHKa, OpraHU3aIHH.

6. bank, opranuzaiusi o0ecrneunBaloT HaJJIeKAIIU YPOBEHb CUCTEMbI YIPABICHUS
nH(pOpMAIIMOHHOM 0€30MaCHOCTHIO, €€ PA3BUTHUE U YIyUIlICHHE.

7. YuacTHHKaMH CUCTEMBbI ymIpaBjieHUs MUHPOPMAIMOHHON 0€30MacHOCThI0 OaHKa,
OpTraHW3aIluN SBIISTIOTCS:

1) opran yrnpaBiieHus;

2) UCTIOJTHATEIILHBIN OpraH;

3) KoJJjeruaabHBIA OpraH, YIMOJTHOMOYCHHBIH MPUHUMATH PEIICHHS MO 3ajJa4am

obecnieueHus1 MHPoOpMAITMOHHOM 06€30MacCHOCTH (Hajiee — KOJIJIETHalbHBIN OpraH);

4) nonpasnesieHre no UHPOpMaIMOHHON 0€30MaCHOCTH;

5) moapazneneHue no nHGOPMAITMOHHBIM TEXHOJIOTUSIM;

6) noapaseneHue mo 6€30nacHOCTY;

7) moapasaeneHue 1no pabore ¢ MepcoHaIoM;

8) ropuauvecKoe moapas3aeieHue;

9) noapaszaeneHre Mo KOMIIAEHC-KOHTPOJIIO;

10) noapa3zaenenre BHYTPEHHETO ay/IUTa;

11) moapasnenenue mo ynpaBlIeHUIO pUCKaMU HHPOPMAIIMOHHOM 6€30MacHOCTH.

OyHKIMM T0Ipa3IelICHUH, YKa3aHHbIE B MTOANYHKTAX 4), 5), 6), 7), 8),9), 10) u 11) yactu
MEepBOM HACTOAIIETO ITYHKTA, B OPraHU3allUM OCYIIECTBISIOTCS MOAPA3ICICHUIMU,
YKa3aHHBIMU B YacTH MEPBOM HACTOSIIETO MYHKTA, JIMOO OTBETCTBEHHBIMU PabOTHUKAMU
OpraHU3aIlNH.

8. baHk, opraHuzamus Ipu CO3JMaHUU U (DYHKIIMOHUPOBAHUH CHUCTEMBI yIIPaBICHUS
MH(POPMAIIMOHHON 0€30MacHOCThI0 00ECIEYMBAIOT HE3aBUCUMOCTH MOAPA3/ICICHUS T10
nH(pOpMaMOHHON OE€30MaCHOCTH W TOJpa3/IeNIeHUs M0 WH(POPMAIMOHHBIM TEXHOJIOTHSIM
NOCPEJCTBOM HX IMOJYMHEHUS pPa3HbIM 4YJ€HAM MCIOJIHUTEIBHOTO opraHa OaHKa,
OpraHU3alli{ WU HANPSIMYIO PYKOBOIUTEIIO HCTIOJHUTEIHPHOTO OpTrana 0aHKa, OpraHUu3aIlvH.

9. Opran ynpasienusi 6aHKa, OpraHU3aIMu YTBEPKIAET MOJIUTHKY MH(OPMAIMOHHOM
0€301MacHOCTH, KOTOpasi OMpeIeysieT:
1) menu, 3aga4m U OCHOBHBIE MPHUHIUIIBI MOCTPOCHUS CHUCTEMBI YIPABICHUS
MH(}OPMAIMOHHON O€30MTaCHOCTHIO;
2) 065acTh ACHCTBUS CUCTEMBI YIIpaBiIeHUS HHGOPMAITMOHHON O€30TIaCHOCTHIO;
3) TpeboBaHMS K YIPABIEHUIO JOCTYIIOM K CO3/1aBa€MOM, XpaHUMOU 1 0OpabaThiBaeMoit
uH(popmaIuu B HHOOPMAITMOHHBIX aKTUBAaX OaHKA, OpraHU3allnu;



4) TpeOoBaHUS K OCYIIECTBICHUIO MOHUTOPHUHIA JEATEIbHOCTH MO OOECHEYEHUIO
uH()OPMAIMOHHON 0€30MacHOCTH W MEPONPHUATHA MO BBISBICHUIO W aHAINU3Y YIPO3,
NPOTUBOJICHCTBHUIO aTaKaM U PacciieI0BaHUI0 MHIIMIEHTOB HH(POPMALIMOHHOW 0€30MacHOCTH;

5) TpeboBaHUs K OCYIIECTBICHUIO cOOpa, KOHCOMUAAIIMU U XpaHeHus: nHpopmaruu oo
MHIUICHTaX HHPOPMAIIMOHHOW O€30MacHOCTH;

6) TpeOOBaHMS K IPOBECHUIO aHaIn3a HHpopMauu 00 MHIIUIeHTaX HHHOPMAITMOHHON
0e30IacCHOCTH;

7) OTBETCTBEHHOCTh pAOOTHUKOB OaHKa, OpraHU3aIMK 3a o0ecredyeHrue HHGOPMAIIMOHHON
0€301MMacHOCTH TIPH UCTIOJIHEHUH BO3JIOKECHHBIX HAa HUX (DYHKIIMOHATBHBIX 00S3aHHOCTEH.

10. Opran ymnpaBnenus 6aHka, opraau3anuu npu GopmMupoBaHuu OIOKETAa YUYUTHIBACT
MOTPEeOHOCTH B pecypcax st oOecredeHuss WHOOpMAIMOHHOW Oe3omacHocTH OaHKa,
OpraHU3aIlNH.

11. Opran ynpaBneHuss 0aHKa, OpraHU3AIMU YTBEPKIAACT NMEpeUYeHb 3allUIIacMoi
uH(pOpMAaINK, BKIIOYAIONINI B TOM 4YHClIe MHPOPMAIHMIO O CBEACHHIX, COCTABIISIOIINX
CITy’eOHYI0, KOMMEPUECKYI0 WIH UHYIO OXpaHsIeMyI0 3aKOHOM TaiHy (fajee — 3amuiaemMas
uH(popmMaIus), 1 MOPs,A0K padOTHI C 3alIUIIaAeMON HH(OpMaIUE.

12. UcnionHUTENbHBIA Opran 0aHKa, OpraHU3allii YTBEPKIAeT BHYTPEHHHUE TOKYMEHTHI,
perIaMeHTHPYIONINE MPOIEecC yIpaBleHuss HHPOPMAIIMOHHON 0€30MacHOCThIO, TOPSIOK U
NEPUOJUYHOCTh MEPECMOTPa KOTOPBIX OIpPEAeNseTCs BHYyTPEHHUMHU JTOKyMEHTaMHu OaHKa,
OpraHu3alluu.

13. bank, opraHu3anys CO3JArT KOJUJIETMAJIbHBIM OpraH, B COCTaB KOTOPOTO BXOIST
IpeACTaBUTENN TOJIpa3/ieNieHnus 1Mo MH(POPMAIMOHHON O€30MacCHOCTH, MOApa3/ACIICHHs 110
VIPaBJICHUIO pHUCKaMU HHOOPMALIUOHHOM 0€30MacHOCTH, NOApPA3AECIEHHUS IO
MH()OPMAIIMOHHBIM TEXHOJIOTHSAM, a TaK)Ke MO PEIICHUI0 PYKOBOJUTENS KOJJIETHAIBHOTO
oprana 0aHKa, OpraHU3aINK MIPEICTABUTEHN UHBIX MOAPA3IeICHUN OaHKa, OpraHnu3aluy WK
BO3JIAraloT HA UCTIOJIHUTEIBHBIN OpraH (PYHKIIMU KOJUIETHATHLHOTO OpPTaHa MPU COOTBETCTBUHU
WCIIOJTHUTEBHOTO OpraHa TpeOOBaHMUSIM K COCTaBYy KOJUIETHAIBHOTO OpraHa, YKa3aHHBIM B
HACTOSAIIEM ITyHKTE.

B cnyuae co3manus B 6aHke, OpraHM3alii KOJJIETHAILHOTO OpraHa PyKOBOIAUTEIEM
KOJUIETHaJIbHOTO OpraHa 0aHka, OpraHu3aliy Ha3HAYaeTCs PYKOBOJUTENb UCIIOTHUTEIEHOTO
opraHa 0aHka, OpraHu3anuu JUOO YIEH MCHOJHUTEIHHOIO0 OopraHa 0aHKa, OpraHu3allvu,
KypUPYIOIUN JeSTENbHOCTD MOAPa3AesieHUs 110 MHPOPMALIMOHHON 0€30MacHOCTH.

14. Ilonpaznenenue mo WHPOPMAMOHHONW OE30TMACHOCTH B IENIIX OOECIeYEHHS
KOH(UIEHITUATHHOCTH, LETOCTHOCTH U JOCTYNMHOCTH WH(popmarmu OaHKa, OpraHu3aiiu
OCYIIECTBIISICT CICAYIONMHE (QyHKIIHH:

1) opranuzyeT cucteMy ynpaBieHUs HHPOPMAIMOHHON 6€30MaCHOCTHIO, OCYIIECTBIISIET
KOOPAMHAIIMIO U KOHTPOJb JACSITEIBHOCTH TMOApa3feiecHuil OaHKa, OpraHU3aluu IO



oOecrieueHn0 HHPOPMAIIMOHHOM 0€30MaCHOCTH U MEPONPUATHH MO BBISBICHUIO U aHAIHU3Y
yIrpo3, TPOTHUBOJCHCTBUIO aTakaM W pacCICIOBAHUIO HWHIIUICHTOB WH()OPMAIIMOHHOM
0e3011aCHOCTH;
2) pa3pabarbiBaeT NOJUTUKY MH(OPMAIIMOHHON O€30MacHOCTH OaHKa, OpraHu3alluy;
3) obecmeunBaeT METOAOJOTHYECKYIO0 TMOAJEPKKY Mpolecca obecreuyeHus
nH(pOpMaIIMOHHON 6e30macHOCTU OaHKa, OpraHu3allNy;

4) ocymiecTBISIET BBIOOP, BHEIPEHNE U TIPUMEHEHNUE METOJIOB, CPEICTB M MEXaHU3MOB
yIpaBJeHUs, OOECIeUeHUss U KOHTpOJds HH(OOpMaIMOHHONW Oe3omacHOCTH OaHKa,
OpraHU3alliy B paMKaX CBOUX IMOJTHOMOYHH;

5) ocymecTBiser cOOp, KOHCOMUAAIMIO, XpaHEHHE U 00paboTKy MH(popManuu 00
WHIIMICHTaX HHPOPMAITMOHHOW 0€301TacHOCTH;
6) oCcymIecTBIsET aHAM3 MHGOPMAIHK 00 MHITUACHTaX HH()OPMAITMOHHONW O€30MaCHOCTH;

7) MOATrOTaBIMBACT NPEJIOKEHUS ISl IPUHATUS KOJUJIETHAIbHBIM OPTaHOM pPELIECHUM 10
BOIIpOocaM MH(POPMAITMOHHOMN 0€30MaCHOCTH;

8) oOecmeunBaeT BHeJpEeHHE, Hajexamee (YHKIUOHUPOBAHUE
MPOTPAMMHO-TEXHHYECKHX CPEJACTB, aBTOMATH3UPYIOMKMX TMpolecc obOecreueHus
uH(dOopMaImoOHHOM O6e30macHOCTH OaHKa, OpraHu3aIliy, a TAKKe MPEIOCTaBICHUE TOCTYIA K
HUM;

9) onpexaenser TpeOoBaHUSA HHOOPMAITMOHHOW OC30MAaCHOCTH I10 HCIOJIb30BAHHIO
NPUBWJIETUPOBAHHBIX YUETHBIX 3aMKCei;
10) obecreunBaeT MPOBENCHUE MEPONPHUATHA TIO TOBBINICHUIO OCBEJOMICHHOCTH
paboTHUKOB O0aHKa, OpraHU3aIliy B 00JaCTH HHPOPMAITMOHHOW 6€30T1aCHOCTH;
11) ocymiecTBIsIET MOHUTOPHHT COCTOSIHHSI CUCTEMBI YIIpaBIeHUS HHPOPMAITMOHHOM
0e30macHOCThIO OaHKa, OPraHU3aAINY;

12) ocyuectBisgeT MUHPOPMHUPOBAHKHE PYKOBOJCTBA OaHKa, OPraHU3alUU O COCTOSIHUU
CUCTEMBI yIIpaBiIeHHs HHPOPMAIIMOHHOM 0€30MacHOCThIO 0aHKa, OpraHU3aIUH.

15. baHk, opranuzanus OmpeAeNsiOT BO3MOXHOCTh BO3JIOKEHHUS Ha TIOpa3elieHne 1Mo
nH()OpMAITMOHHON 0e30macHOCTH (YHKIMI 10 00eCIeUeHNI0 TEXHNYECKOW 0€30TacHOCTH.
[Toapaznenenue no HHPOPMALIMOHHOM 0E30MACHOCTH HE OCYUIECTBISAET QYHKIMHU, BICKYIIIUE
KOH(DJIUKT MHTEPECOB C X OCHOBHBIMH (DYHKITUSIMU.

16. [Mogpaznenenue Mo MHPOPMALIMOHHBIM TEXHOJIOTHSIM OCYIIECTBISIET CIETYIONTNE
GbyHKIMH:
1) pa3pabaTeiBaeT U TOAACPKUBACT AKTYaJIbHOCTH CXEMbl HH()OPMAIMOHHON
MHMpacTpyKTyphl OaHKa, OpraHu3aliy;
2) obecmeyuBaeT MpEIOCTaBJICHUE OCTyNa paOOTHHKaM OaHKa, OpraHHU3aIlNH,
UCIOJIb3YIOIIMM MH(POPMAIIMOHHBIE aKTUBBI 0aHKa, OpraHu3aluu (Janee — Mojib30BaTelb) K
nH()OPMAITMOHHBIM aKTUBaM OaHKa, OPTaHU3aIlNH, 32 UCKIIOYECHUEM CIICIIHATN3UPOBAHHBIX



MH(OPMAIIMOHHBIX aKTHUBOB, JOCTYIl K KOTOpBIM mpenocrtasisercs WT-menemxepamu
MH()OPMALIMOHHBIX CUCTEM, HE OTHOCSIIMMUCS K MOJPa3/eNeHUI0 N0 UHPOPMAIMOHHBIM
TEXHOJIOTHSIM;

3) obecnieurBaeT (HOPMUPOBAHNE TUIIOBBIX HACTPOCK U KOH(PUTYPUPOBAHUE CUCTEMHOTO
U TPUKIAIHOTO IPOrPaMMHOTO obecrieueHus OaHkKa, OpraHU3allUd C y4eTOM TpeOOBaHUM
nH()OpPMaIIMOHHON 0€30MMacHOCTH;

4) obecrnieunBaeT UCHOJHEHUE TPEOOBAHUU MO HENMPEPBHIBHOCTH (DYHKIIMOHUPOBAHUS
MH($OPMaLlMOHHONW MHMPACTPYKTYpbl, KOHPHUAECHINATBHOCTH, LEJIOCTHOCTU U AOCTYIHOCTH
JaHHBIX HH()OPMALIMOHHBIX CUCTEM OaHKa, OpraHu3aluu (BKJIKOYas pe3epBUpOBaHUE U (MIIH)
apXUBUPOBAHME U PE3EPBHOE KOMHUPOBaHHE MH(OPMALINK) B COOTBETCTBUH C BHYTPEHHUMU
JOKyMEeHTaMH 0aHKa, OpraHu3aluy;

5) obecnieunBaet cobmtoienre TpedboBanuii MHPOPMAITMOHHOM 0€30TTaCHOCTH MPU BHIOOPE
, BHEIPEHUH, pa3pabOTKe U TECTUPOBAHUM HH()OPMALIMOHHBIX CUCTEM.

17. baHk, opranu3anus ONPENeSIIOT BO3MOKHOCTD JEJIErMPOBAHMS MTOAPA3ICIICHUAM

0aHKa, opraHu3alUy OTAEIbHBIX (QYHKIINH, yKa3aHHbIX B MyHKTax 14 u 16 TpeOoBanuii.
18. IToppaznenenue no 6€30MacCHOCTH OCYIIECTBIIAET CAEAYIOMNE (PYHKIUU:

1) peanuzyeT Mepbl HU3UIECKON U TEXHUUECKON 0€30MacHOCTH B 0aHKe, OpraHu3aIiuy, B
TOM YHCJI€ OpPraHU3yeT MPOMYCKHON U BHYTPUOOBEKTOBBINA PEXKHM;

2) mpoBOJIUT NpO(PHUIAKTHUECKUE MEPOIPHUATHS, HAIpaBICHHbIE HA MUHUMU3AIIIO
PUCKOB BO3HUKHOBEHMSI YIpo3 MH()OPMAIMOHHON OE30MaCHOCTH IpU NpueMe Ha paboTy u
YBOJIbHEHUH paOOTHUKOB OaHKa, OpraHU3aluu.

19. Tlogpaznenenue no padboTe ¢ MEPCOHANIOM OCYIIECTBISET CAEAYIOUUE (PYHKIIMU:

1) obecnieunBaeT nojanucanue pabOTHUKAMU OaHKa, OpraHU3allfK, a TaKKe JIMIAMH,
NPUBJIEYEHHBIMU K pabOTe MO JOroBOpy 00 OKa3aHWM YCIYT, CTaK€pamH, MpaKTUKaHTaMU
0053aTeNbCTB O HEpa3MIIAlIEeHNH KOH(PHUICHIINATbHON HHPOpMALIHH;

2) y4acTBYeT B OpraHM3allMy Mpoliecca MOBBIIICHUS OCBEAOMIEHHOCTH PaOOTHUKOB
OaHka, Opra"Hu3aiuu B 06acT HHGOPMAITMOHHON OE30MTaCHOCTH.

3) yBeAOMJISIET YIOJHOMOYEHHBI OpraH O Ha3HAYE€HHHM U YBOJbHEHUU PaOOTHUKOB
Hopa3AesaeHus 10 UHPOPMAILIMOHHON 0€3011aCHOCTH.

20. IOpuanyeckoe nmoapasaesieHue OCYIIECTBISET MPABOBYIO IKCIIEPTU3Y BHYTPEHHUX
JOKYMEHTOB 0OaHKa, OpraHu3aluu 10 BolpocaM oOeclnedyeHuss HHPOPMAIMOHHOM
0€30MacHOCTH.

21. Ilogpa3zneneHne NO KOMIUIAEHC-KOHTPOJIKO COBMECTHO C HOPUIUYECKHM
noApaszaeieHueM OaHKa, OpraHu3alMyd ONpeAessieT BUIbl HHGOpPMALUH, MOJIeKallne
BKJIIOUCHHUIO B IEpeyYeHb 3allMIilaeMol WH(OpManuu, MpeayCMOTPEHHBIH MyHKTOM 11
TpeboBanuii.

22. Ilonpa3zaeneHue BHYTPEHHEIO ayJIWTa MPOBOJIUT OLIEHKY COCTOSIHHUSI CHUCTEMBI
ynpaBiieHus MHPOPMALMOHHON 0e30macHOCThI0 OaHKa, OpraHU3allid B COOTBETCTBUU C



BHYTPEHHUMH JTOKYMEHTaMH OaHKa, OpraHU3allid, PErJaMEHTUPYIOUIUMU OPTaHU3aIUI0
CHCTEMbI BHYTPEHHETO ayiuTa OaHKa, OpraHU3aIiu.

23. lloxpasnenenre Mo yIPaBJICHUIO pUCKaMU MHHOPMAITMOHHOW Oe30MacHOCTH OaHKa
ocymiecTBIsAeT (GyHKIMHU, TpeaycMoTpeHHble IlpaBunamu GopMUpOBaHUS CHUCTEMBI
YIpaBJCHUs PUCKaMH W BHYTPEHHETO KOHTPOJIS JUisi 0AHKOB BTOPOTO YPOBHS, (hHINATIOB
O0ankoB-Hepe3uaeHToB PecnyOnuku KazaxcraH, yTBEpKIACHHBIMU IOCTaHOBJIECHUEM
[IpaBnenust HaunonansHoro banka Pecniyonuku Kazaxcran ot 12 Hosi0ps 2019 roga Ne 188,
3aperucTpUpOBaHHBIMU B PeecTpe rocyapcTBEHHOM perucTpanuu HOPMaTUBHBIX TTPABOBBIX
akToB mox Ne 19632,

[TogpazneneHue Mo ymnpaBieHUIO pUCKaMU HH(POpMAIMOHHON Oe30macHOCTU
OpraHu3allii OCYIIECTBISAET (PYHKIMU B COOTBETCTBHU C BHYTPECHHUMHU JOKYMECHTAMH
OpraHU3aIlNH.

24. PyKOBOAMTENN CTPYKTYPHBIX MO/Ipa3iejeHui 0aHka, OpraHu3aluu:

1) obecneunBatoT 03HAKOMJIEHHE pa0OTHUKOB C BHYTPEHHHMMH JOKYMEHTaMH OaHKa,
OpraHu3aluu, colepX aluMu TpeOboBaHUs K MH(OpPMAMOHHONW Oe30macHOCTH (nanee —
TpeboBaHuUs K MHPOPMAIIMOHHOM 0€30MaCHOCTH);

2) HecyT IEepCOHAJbHYI0O OTBETCTBEHHOCTh 3a oOecredeHne HHGOpPMalUOHHON
0€30IMacHOCTH B BO3IJIABIISIEMBIX UMH MOAPA3ICICHUSIX;

3) obecreuynBarOT 3aKJIFOYSHHE COTJIAIICHUM O HepasrjalleHHH KOHOHICHIINAIbHOMN
uH(popMaIuu U BKIFOYEHHUE YCJIOBUH 00 oOecrieueHnr WH(pOpMaImoHHONW 0€30MacHOCTH B
COTJIAllIeHHUsl, JOTOBOPHl Ha OKa3aHHWE YCIYI/BBIOJIHEHHWE pPabOT B ciydasx, Korja
nojapaszaeneHue OaHKa, OpPraHW3allMd BBICTYNAET WHUIIMATOPOM 3aKJIIOUYEHHUS TaKUX
COTJIALLIEHNU, TOTOBOPOB.

25. busHec-BiaienbIlbl HHPOPMAIIMOHHBIX CUCTEM WIIH MOJCUCTEMBI:

1) oTBeuaroT 3a coboaeHue TpeOboBaHUN K MHPOPMAIIMOHHON 0€30MacHOCTU MpHU
CO3/IaHMH, BHEAPCHUH, MOAU(DUKANNU, SKCIUTyaTanuu WHPOPMALMOHHBIX CHCTEM U
MPEIOCTABICHUN MPOAYKTOB M YCIYT KIMEHTaM M ToJIpa3fielieHnsM OaHKa, OpraHu3alny, a
TaKKe TMPU HHTETPAMud WHPOPMAIMOHHBIX CHUCTEM C BHENTHUMH WH(OOPMAIIMOHHBIMU
CUCTEMaMHU, BKJItoUas HH(POPMAIIMOHHBIE CUCTEMBI TOCYIapCTBEHHBIX OPTraHOB;

2) GpopMuUPYIOT U MOAAEPKUBAIOT aKTyaIbHOCTh MAaTPHI] JOCTyNa K HHGOPMAIMOHHBIM
CUCTEMaM.

26. PabOTHHMKM CTPYKTYPHBIX IOJIpa3ieleHnil 0aHKa, OpraHu3aluu:
1) oTBeuaroT 3a cobmoaeHre TpedoBaHUN K MHPOPMAIITMOHHON 0€301MacHOCTH, IPUHSITHIX
B 0aHKe, OpraHu3aIuu;

2) KOHTPOJHUPYIOT HCIIOJHEHHE TpeOoBaHMM K HMH(POPMAIMOHHOW 0€30MacHOCTH
TPETHUMHU JIMIIAMH, C KOTOPHIMU OHU B3aUMOJIEUCTBYIOT B pPaMKax CBOMX ()yHKIIMOHAJIbHBIX
00s13aHHOCTEH, B TOM 4YHCIIE MyTeM BKIIOUYEHHUS yKa3aHHBIX TpeOOBaHUN B COTJAIICHHUS,
JIOTOBOPHI C TPETHUMU JIUIAMU;



3) u3BemalT CBOEro HEMOCPEJCTBEHHOTO PYKOBOJUTENS W TOJApa3/AelIeHHE IO
UH(POPMAIMOHHON 0E€30MaCHOCTH 000 BCEX MOJ03PUTEIBHBIX CUTYAIUSIX U HAPYIICHUSIX MIPH
pabote ¢ nHGOPMAIIMOHHBIMU aKTUBaMH OaHKa, OPTaHU3AIUH.

27. B ciyyae, ecnu OTAeNbHbIE QYHKIMH oOecrieueHus] THPOPMAITMOHHON 0€30MacHOCTH
0aHKa, OpraHU3aliy MepeJaHbl CTOPOHHUM OpPraHMU3aIlisIM, YIeH UCIIOJHUTEIBHOTO OpraHa,
KypUPYIOIIMI BONMPOCH MH(POPMAIIMOHHOW OE€30MaCHOCTH, SIBISETCS OTBETCTBEHHBIM 3a
obecnieueHne nHMOPMaIIMOHHON 0€30MacHOCTH OaHKa, OpraHU3alUH.

28. bank, opraHuzanus €xerogHo, He nosaHee 10 sHBaps rona, CIEAYIOUIETO 3a
OTYETHBIM TOJIOM, MPEACTABISAIOT B YIMOJHOMOYEHHBIH OpraH WH(OPMAIHIO O COCTOSHUU
CHUCTEMBI YIIPaBIICHHUS WH(POPMAITMOHHON 0€30IMaCHOCTBIO M €€ COOTBETCTBUU TpeOoBaHUAM (
nanee — uaopmaiusa o CYUB).

29. Uudopmarusa o CYUD cocrtaBnsiercs B Tpou3BOILHON (PopMe U MPECTABISIECTCS B
YIOJHOMOYEHHBI OpraH B JJIEKTPOHHOM (QopmaTe € HCIOJIb30BAHMEM TPAHCHOPTHOU
CUCTEMBI TapaHTHUPOBAHHOUN MOCTaBKM MHGPOPMALMU C KPUNTOTPAYUUECKUMHU CPEICTBAMU
3aIlUThI, 00ecneyrBaroneil KOHPUICHIIMATBHOCTh U HEKOPPEKTUPYEMOCTh MTPEICTABIIIEMBIX
JTAHHBIX WM Ha OyMa)XHOM HOCHTEJIE.

30. Undopmanus o CYUD Britovaer ceenenus o (00):

1) obnacTu AeMCTBUS CUCTEMBI YIpaBieHUs HHPOPMAIMOHHON 0€30MMacHOCThI0 OaHKa,
OpraHU3alliy U €€ yYaCTHUKAX C YKa3aHHEeM COOTBETCTBUA UX (yHKIIMOHANA TpeOoBaHUM;

2) HaTU4YUK TOKYMEHTOB, PErJaMEHTUPYIOIIMX CO3/JaHue U (DYHKIIMOHUPOBAHUE CUCTEMBI
yIpaBJICHHUS] HHPOPMALIMOHHOM 0€30M1aCHOCTEIO;

3) HaTWYUM U KOJIMYECTBEHHOM COCTaBE€ IMPOrpaMMHO-TEXHUYECKUX CPEJCTB,
UCIIOJIB3YyEeMBIX I 0OecreueHrns HHPOPMaMOHHOM 0€3011aCHOCTH;

4) umeroluxcs B JOroBopax O MpeA0CTaBICHUH YCIYT, 3aKII0YEHHBIX C OllepaTopaMu
CBSI3H, YCJIOBHI U 0053aTE€NBCTB M0 00ECIeYeHUI0 MH(POPMAITMOHHON O0€3011aCHOCTH;

5) Hanu4MM, MaTepUaIbHO-TEXHUUYECKON 00eCIeYeHHOCTH U TOTOBHOCTH PE3EPBHBIX
IIEHTPOB 00paOOTKH TaHHBIX;

6) MTPOBEICHHBIX MEPONPHUITUIX TO TPUBEICHUIO CHUCTEMBI YIPABICHUS
MH(OPMAIIMOHHON 0€30MacCHOCThIO M MH(OPMAIMOHHBIX aKTUBOB OaHKa, OpraHU3aluu B
COOTBETCTBHE ¢ TpeOOBaHUIMM.

31. YosiHOMOYEHHBIN OpPTaH OCYIIECTBIISIET OIICHKY COOTBETCTBUS OaHKa, OpraHu3aluu
TpebGoBaHusAM He pexxe OJHOro pasa B 3 (TpH) roja.

I'maBa 3. TpeGoBaHHA kK KATETOPHPOBAHUIO HHGOPMAMOHHBIX AKTUBOB

32. baHk, opraHu3anus OCyUIECTBISIOT KaTeropupoBaHue MH(OOPMAIIMOHHBIX aKTUBOB
NyTeM pa3/ieJieHUs] UX Ha KPUTHUYHBIE U HEKPUTUUYHBIE HA OCHOBAHUU YPOBHS YOBITKOB OT
HapyUIEHUs! UX KOHPUACHIIMAIBHOCTH, LIEJIOCTHOCTH, TOCTYITHOCTH.

33. bank, opranuzaiusi GoOpMUPYIOT NEpeUeHb KPUTHUHBIX HH(OPMALIMOHHBIX aKTHBOB C
yKa3aHUEM UX BJIa/I€IIbLEB.



34. bank, opra"uzamus oOecrneuynBarOT HHPOPMANMOHHYIO O0€301acHOCTh
WH(OPMAIIMOHHBIX aKTUBOB OaHKa, OPraHU3allMHi, OTHECEHHBIX K KaTerOpUU KPUTUYHBIX, a
Takke HH(OOPMALMOHHBIX CHCTEM, BKJIIOYAIOUIUX O3TH aKTHBbI, B COOTBETCTBUHU C
TpeboBanusMH.

35. Metoabl 1 cpeAcTBa 3allMThl HHPOPMALMOHHBIX AKTUBOB, OTHECEHHBIX K KATETOPHH
HEKPUTUYHBIX, a TAK)KE NH()OPMALIMOHHBIX CUCTEM, IIOJTHOCTBIO COCTOSAIIUX U3 3TUX aKTHUBOB,
ONPENENSIOTCA OaHKOM, OpraHU3alueld CaMOCTOSTENBHO.

I'maBa 4. TpeGoBaHAA K OPraHU3alMy AOCTyNA K HHGPOPMAIIMOHHBIM aKTHBaM

36. loctyn k nH(pOpMaIu IpeAocTaBiIsieTcs paboTHUKaM OaHKa, OpraHu3aluu B 00beMe
, OTIPEIENIIEMOM UX (PYHKIIMOHATBbHBIMUA O0S3aHHOCTSIMHU.

37. IlpenocraBienre nocTyna K MHPOPMALIMOHHBIM CUCTeMaM OaHKa, OpraHu3aluu
MPOU3BOJIUTCS MyTeM (HOPMHUPOBAHUS M BHEAPEHUS POJICH JUIsi 0OecTieueHus COOTBETCTBUS
opaB JOCTyNa IOJb30BaTeleld HH(MOPMALMOHHBIX CUCTEM HX (YHKIMOHAIbHBIM
o0s13aHHOCTSIM. COBOKYITHOCTb TaKUX POJIEM MPEACTaBISIET CO00Ml MaTpHIbl JOCTyMa K
MH(POPMAILIMOHHON cucTeMe, KOTopast GopMUpyeTcs OaHKOM, OpraHU3alel B 3JIEKTPOHHON
(dbopme unm Ha OyMaKHOM HOCHTETIE.

38. IIpomnecc co3nanus U UCIIOJIB30BAHUS MAaTPHIL IOCTyIIa B MHPOPMAILIMOHHBIE CUCTEMBI
O0aHKa, OpraHU3alMK ompejensercss 0aHKOM, OpraHu3aluei B COOTBETCTBUM C TJlaBOd 9
TpebGoBanuii.

39. loctyn k uH(GOPMAIIMOHHBIM CUCTEMaM 0aHKa, OpraHU3alK OCYIIECTBISIETCS ITyTEM
uACHTU(UKAIMY U ayTeHTU(UKALIUN TI0JIB30BaTeNel HH(POPMAIIMOHHBIX CUCTEM.

WUnentuduxanus v ayTeHTU(PUKALKS M0JIb30BaTENEeH HHPOPMAIMOHHBIX CUCTEM OaHKa,
OpraHu3ally MPOU3BOAUTCS OJTHUM U3 CIAEAYIOIINX CIIOCOOOB:

1) mocpeacTBOM BBOJAa Maphl "yueTHasl 3anmuch (MAECHTUPUKATOP) — MApOJIb" WIH C
MIPUMEHEHUEM CIIOCOOOB ABYX(PaKTOpHON ayTeHTU(UKAIMU (MCIIOJIB30BAaHUEM JIBYX U3 TPEX
(bakTOpOB: 3HAHUS, BIIAJICHUS, HEOTHEMIIEMOCTH);

2) ¢ UCIOJI30BAaHUEM CIIOCOOOB OMOMETPUYECKOH U (MiIM) KpunTorpadguueckon u (Uiin)
anmnapaTHOW ayTeHTU(UKALINUH.

40. B nHpopManMoOHHBIX cHUcTeMaX OaHKa, OPraHU3allMM HCIOJIB3YIOTCS TOJIBKO
MEPCOHATIM3UPOBAHHBIE MOJIb30BATEIBCKUE YUETHBIE 3AUCH.

41. TexHOJOTMYECKUE YUYETHBIE 3allMCU HMCIOJB3YIOTCS B COOTBETCTBUU C NEPEUHEM
TaKUX YYETHBIX 3aluceil Mg KaXJ0d MHPOPMAIMOHHOM CHUCTEMBI C YyKa3aHUEM JIHII,
IIEPCOHAJIBHO OTBETCTBEHHBIX 3a WX HCIIOJb30BAHHE U AKTyaJIbHOCTb, YTBEPKIAEMbBIM
PYKOBOAMUTENEM MOJApA3eIeHUs N0 MHOOPMALMOHHBIM TEXHOJOTHIM IO COIVIACOBAHUIO C
PYKOBOJUTEIIEM TIOJIpa3eieHus 0 HHPOPMAITMOHHOM 0€30MaCHOCTH.

42. B undopMallMOHHBIX CUCTEMax OaHKa, OpraHU3allMu MPUMEHSIOTCA PYHKIHUH MO
YOPABJICHUIO YUETHBIMU 3alUCAMHM U TApOJsIMHU, a TakKe OJIOKMPOBKE YUETHBIX 3alucen



MoJIb30BaTesIed, ompeaensieMble OaHKOM, OpraHu3alueil B COOTBETCTBHHM C TJaBOW 9
TpebGoBaHuii.

I'maBa 5. Tpe6oBanma k o6eceuenmio 6e30nacHOCTH HHPOPMAHOHHONH HHPPACTPYKTYPHI

43. TlonpazneneHue mo WHQPOPMAIIMOHHBIM TEXHOJOTUSIM OaHKa, OpraHU3aIuu
pa3palaThIBaeT CIEIyIOIINE MPOLECCHl U 00ECIIEUNBAET UX PEATN3ALINIO:

1) mpouecc dhopMupoBaHHUS U yTBEpPXKICHUS 00meld cxembl MH(OPMAIMOHHOU
MH(DPACTPYKTYpPHI C yKa3aHUEM (PU3HUECKOTO PACIIOIOKEHUS €€ IIEMEHTOB;

2) mporecc Ha3HAYeHHsS] OTBETCTBEHHBIX pA0OTHUKOB O0aHKa, OpraHU3aIlNK, HaIeICHHbIX
npaBaMH KOH(QUIypuUpoBaHUS MH(GOPMAIMOHHOTO aKTHUBA WM TPYMNIbl MH(HOPMALMOHHBIX
aKTUBOB (Hajee — aIMUHUCTPATOPOB);

3) mpolecc JOKyMEHTUPOBAHUS U YTBEPKICHUS TUTIOBBIX HACTPOEK:

ONEPaLMOHHBIX CUCTEM;

CUCTEM YIIpaBJlieHUs1 0a3aMU JJAHHBIX;

TEJIEKOMMYHHUKAIIMOHHBIX YCTPONCTB;

UH(OPMAIIMOHHBIX CUCTEM;

y3JI0B U KOHEYHBIX TOYEK MH(OPMALMOHHOW MH(PACTPYKTYpbI, pabO4MX CTaHIIHM,
NEPCOHANBHBIX KOMIIBIOTEPOB, HCIOIHEHHBIX B (Gopme, YIO0OHOW IJisi MEePEHOCKH U
MCIIOJIB30BaHUs B TOM 4HMCIIE, 3a MpeJejaMy MepuMeTpa 3alluThl (Jlajee — HOYTOYK) U
AJIEKTPOHHBIX YCTPOWUCTB MHIUBUAYAJIBHOTO MOJb30BAaHUS, QYHKIIMOHUPYIOIIUX HAa OCHOBE
MOOUITLHOM BEPCUH OIEPALMOHHON CUCTEMBI (Jlajiee — MOOMIIBHOE YCTPOMCTBO).

44. Tlogpasaenenue no HHOOPMAITMOHHON 0€30MaCHOCTH 0OECIIEYMBACT OPTraHU3AIINIO
CUCTEMbl KOHTPOJISI M3MEHEHUsS HACTPOeK O0e30MacHOCTH W IEJIOCTHOCTH CUCTEMHBIX U
KOH(UTypalMOHHBIX (haiiioB, a TAKXKE KYPHAJIOB ayAUTOPCKOIO clie/la B MH(POPMaMOHHBIX
aKTHBax OaHKa, OpraHU3alluH.

45. ba"nkoM, opraHu3aiuei MpOBOASATCS OpPraHU3aIlMOHHBIC MEPONPUSATUS U (UIIN)
YCTaHABJIMBAIOTCS MPOTrPaMMHO-TEXHUYECKUE CPEICTBA, CHWXKAIOIIME PHUCK JOCTyHa K
MH(MOPMAILIMOHHON HMHPPACTPYKType HEABTOPU3OBAHHBIX YCTPOWUCTB MO0 YCTPOMCTB,
HACTPONKH KOTOPBIX HE COOTBETCTBYET YCTAHOBJIEHHOMY BHYTPEHHUM JOKYMEHTOM OaHKa,
OpraHu3alliy MopsAKy obecrieueHnst HHPOPMalMOHHOM 0€30MacHOCTH.

46. [1ns xaxx0ro MHPOPMAIMOHHOIO aKTHBa 0aHKa, OpraHU3alllK ONPENENII0TCS, KakK
MUHHUMYM, Ou3Hec-Biajaener], UHGOPMAIMOHHOW CHUCTEMBbI MM TOJCUCTEMBI, a TaKXe
NT-menemxep u (Mau) aAMUHUCTPATOP.

47. Tlpu pa3paboTke TEXHUUECKUX 3aJlaHUi Ha co3gaHue (MOJAEPHM3AINI0) OOBEKTOB
nH(pOpMalMOHHON MH(DpacTPyKTyphl OU3HEC-BiajAesiel] WHPOPMALIMOHHOW CHUCTEMbI WJIU
MOJICUCTEMBI YUUTHIBAET TPeOOBaHUS K MHPOPMAIIMOHHOW 0€3011aCHOCTH.

48. bank, opranuzaiusi 00ecreurnBarT pe3epBHOE XPAHEHHE TAHHBIX UH(OPMAIMOHHBIX
cucTeM, ux (haiiJIoB M HACTPOEK, KOTOPOE 0OECIIeUnBaET BOCCTAHOBIIEHHE PabOTOCIIOCOOHOM
KONUU UH(OPMAITMOHHON CUCTEMBI.



[TopsiAoK M MEpUOANYHOCTh PE3EPBHOTO KOIMPOBAHMS, XPaHEHUs, BOCCTAHOBIICHUS
uHpopMaIuy, NEPUOJUYHOCTh TECTUPOBAHUSA BOCCTAHOBJIEHUA PabOTOCIOCOOHOCTHU
MH(GOPMAILIMOHHBIX CUCTEM M3 PE3EPBHBIX KOMUI onpenensercs 6aHKOM, OpraHU3aIueil.

49. bank, opranuzaiusi 00€CleYyMBalOT AHTUBUPYCHYIO 3aIUTY MH(POPMAIIMOHHOM
UH(QPACTPYKTYpBl B TOPSAIKE, OMpeaensieMoOM OaHKOM, OpraHU3alleld B COOTBETCTBHH C
riaBoit 9 TpeboBaHuUiA.

50. Ilopsook obecnieueHus ¢(pu3nUecKor 0€30MacHOCTH LEHTPOB 0OPaOOTKH JaHHBIX
0aHka, opraHu3aluu OmpeeiseTcss OaHKOM, OpraHu3alueldl B COOTBETCTBUHU C TJIaBod 9
TpebGoBaHui.

51. Ha pabouune ctanumuu, HOyTOYKM U KOPHOPATHUBHBIE MOOWIIBHBIE yCTPOMCTBA
pabOTHUKOB 0OaHKa, OpraHM3allMd YCTAaHABJIMBAETCS MPOTPAMMHOE OOecleueHHe B
COOTBETCTBHUH C UX (PYHKIIMOHAIBHBIMHU 0053aHHOCTSMH.

52. llogpazaenenue Mo UHPOPMALMOHHBIM TEXHOJIOTUSM (POPMUPYET U aKTyaIU3UPYET
NepeYeHb NPOTPaMMHOI0 OO€CHeYeHHUs, pPa3pelIEeHHOr0 K HCIOJb30BaHUI0 B OaHKe,
opranuzanuu. [IporpammMHoe oOecrieueHHe BKJIIOYAETCA B MNEPEUYEeHb IMOCIe MPOBEACHUS
MPOBEPKH MOpa3eIeHUEM MO NH()OPMATMOHHOW O€30MaCHOCTH.

53. OpraHu3alMoHHbIE U TEXHUYECKHE MEpbl, 00eCIeUrBaIOLINe 3alIUTy pabounx
CTaHUUNA, HOYTOYKOB M MOOMJIBHBIX YCTPOMCTB OaHKa, OpraHu3alyu, a TaKKe HOCUTEIe
uHpopMaIuu U ceTeBOW HHOPACTPYKTYPHI OMPEACISIOTCS OaHKOM, OpraHHW3alfeil B
COOTBETCTBUH C riaBoi 9 TpeboBaHuii.

I'maBa 6. TpeGoBaHMA K CpeACTBaM KpUITOrpadHIeCKOH 3amuThl HHPOPMAAH

54. Ilpouecc BHeIpeHUS M MOIJEPXKKU CPEACTB KpUOTOrpaduuecKkod 3aliuThl
MHQOpMalMU COTrJIacOBBIBAETCA OW3HEC-BIaAENbLUEM HH()OPMALIMOHHON CHUCTEMBI C
no/ipas/ieICHuEM o MHPOPMaIIMOHHOM 0€30MacHOCTH.

55. TlopsiAoK MCHONB30BaHUSA CPEICTB KPUNTOrpapUUECKOW 3auiuThl MHGOPMALUU
ompenensieTcss 0aHKOM, OpraHu3aIeil B COOTBETCTBUU C riaBoi 9 TpebGosanuii. [lepeuenn
MPUMEHSEMBIX CPEACTB KpHUNTOTpapuUecKol 3amuThl MHDOpMALMU C yKa3aHUEM HX
HA3HAUCHUS, PEAJTU30BAHHBIX B HUX KPUNTOrpauuecKuX aJropuTMOB, HAaUMEHOBAHMS
MH(OPMALIMOHHON CHUCTEMBI, Biajelblla MHPOPMALMOHHON CHUCTEMBI, HCIOJIb3YIOIIEH
CpEIICTBA KPUITOIpapUUeCKOi 3alUThl HH(OPMALIMH ONIPEAEIIAeT OaHK, OpraHU3aLIMSL.

I'maBa 7. TpeboBanma k obecreueHII0 HHPOPMALMOHHON 6€30MaCHOCTH IIPH AOCTYIIE TPETHUX
JI K “HGOPMAIIMOHHEIM aKTHBaM 0aHKa, OpraHA3aIuH

56. bank, opranuzanus odecrednBaeT HHPOPMAIMOHHYIO 0€30MMaCHOCTh MPHU JTOCTYTIE K
nH()OPMAITMOHHBIM aKTUBaM OaHKa, OPTaHU3AIUH JIUIl, HE SBJSIOMUXCSA PAaOOTHUKAMHU WITH
KJIIMEHTaMu 0aHKa, OpraHu3aluu (Jajiee — TPEThHU JIULA).



57. Hoctyn k wmH(pOpMAIMOHHBIM aKTHBaM OaHKa, OpTaHU3AIUM TPETHUX JIUIL
MPEIOCTABIISIETCS Ha MEPUOA U B 00beMe, onpeAesisieMbIMU MPOBOJAUMBIMU pabOTaMU Ha
OCHOBAHHWH COTJIAIICHHUS, IOTOBOPA, BKIIFOYAIOIIETO YCIOBUS O COOIIOICHUH TPEeOOBaHUHN K
UH(POPMAIIMOHHON 0€30MacHOCTH, 3a UCKIIYEHUEM CJIy4aeB, MPeayCMOTPEHHBIX
3akoHoAaTenbrcTBOM PecniyOnuku Kazaxcran. B cormamenusix, 10roBopax, 3akia04aeMbIX C
TPETHbUMHU JIMIIAMH, COJIEPXKATCS TOJIOKEHUS O KOH(UICHIIMAIBbHOCTH, YCIOBHUS O
BO3MEIICHUU yuiepOa, BO3HUKIIErO BCIEACTBUE HApyIIEHUS HHPOPMAIMOHHON
0e30MacHOCTH, a TakXke cOoeB B paboTe MH(MDOPMAIIMOHHBIX CHUCTEM M HApPYIICHHUS HX
0€30MacCHOCTH, BHI3BAHHBIX JACHCTBUEM WK O€37eHCTBUEM TPEThUX JIUII.

58. Ilpu ocymiecTBICHNN MPOBEPKU ACATEIBHOCTH OaHKa, OpraHU3aliu JU0O0 MpHU
3ampoce WHQpOpMaIUK YIOJHOMOYEHHBIM OPTraHOM JI0 MPEIOCTABICHHUSI COOTBETCTBYIOIIETO
J0CTyTa Wik WHPOPMAIIUU TTPOBEPSIFOTCS TMTOJTHOMOYHS MPECTABUTEIICH YITOTHOMOYEHHOTO
oprasa.

59. B uensx obecnedeHus: KOHTPOJIS EATEIbHOCTH TPEThUX JIUL IIPETyCMaTpPUBAIOTCH,
KaK MUHUMYM, OJIHA U3 CIEAYIOIIMX OPraHU3alMOHHBIX U (WJIK) MPOrPaMMHO-TEXHUYECKUX
Mep:

1) mpoBepka pe3yJibTaTa AeSITENbHOCTH TPETHUX JIUII,

2) OCYIIECTBIICHHUE CSITEIHLHOCTH TPETHUX JIUIl TOJIBKO B MPUCYTCTBUU PAOOTHUKOB OaHKa
, OpraHu3aIny;

3) BeJieHUE ayIUTOPCKOTO Clie/ia IO IEUCTBUSM TPEThUX JIUILL;

4) 3amUCh CECCUU JIOCTyNa K MHGOPMAIIMOHHBIM aKTUBaM OaHKa, OpTaHU3aIiH.

60. B cnydae nepegauu TpeThbUM JUIIAaM UH(POPMAIIMOHHBIX aKTUBOB OaHKa, OpraHU3aINH
(pa3MenieHne CEpBEPHBIX MOIIHOCTEH B CTOPOHHUX LEHTpax OOpaOOTKM JTaHHBIX,
MCII0JIb30BAHUE BHEITHUX CEPBUCOB 00OPAa0OTKHU M/WJIU XPAaHEHUs JAHHBIX ) IPEIPUHUMAIOTCS
CIeAyIoIIe Mephl o0ecrieueHust THHOPMAIlMOHHON 0€30MacHOCTH:

1) oTpaxkeHHe B COOTBETCTBYIOLIEM COTJIAIIEHHH, AOTOBOPE C TPETbUM JIUI[OM
TpeboBaHM 1O 3aImKTe HHPOPMAIIMOHHBIX AKTUBOB 0aHKa, OpraHU3alUK U MpaBa MPOBEPKU
0aHKOM, OpraHU3aIlMel UCIIOTHEHUS TaKuX TPEOOBaHUH, a TAKXKE YCIOBUH O BO3MEIIECHUU
yiiep0a, BO3HUKIIErO0 BCJIEACTBUE HapylleHUs HHPOPMALMOHHON O€30MacHOCTH U
paboTOCIOCOOHOCTH HH(POPMALTMOHHBIX CUCTEM;

2) UCKJIIOYEHUE BO3ZMOKHOCTH JOCTyTa TPEThUX JUIl K HHGOpMAIINH, Tiepeiada KOTOpO
TPETBUM JIUIIAM HE€ JIOMYCKAeTCs B COOTBETCTBUM C TPaXKTAHCKUM, OaHKOBCKUM
3akoHOaTenbCTBOM PecnyOnuku Kazaxcran, 3akonogatenbctBoM Pecryonuku Kazaxcran o
MEePCOHANIbHBIX JAHHBIX W UX 3amnure. [Ipu ucnonb30BaHUU 00JIaYHBIX CEPBUCOB JJIS 3THX
1ese MpUMEHseTCsl METO/I XpaHeHust nHGOopMaIuu B 3amu(poOBaHHOM BHUJIE C PACKPHITHEM
uH(popMaIMu Ha CTOpOHE OaHKa, opranuzanuu. [Ipu 3ToM KIto4 mMU(pPOBaHUS XPAHUTCS B
OaHKe, OpraHu3aIluy.



I'maa 8. TpeGoBaHAA kK IPOBEICHUIO BHYTPEHHHX IIPOBEPOK COCTOSHIA HH(POPMAIMOHHOH
Oe3omacHOCTH

61. CocrossHre MH(POPMALMOHHON OE€30MMaCHOCTH OLEHHMBAETCS ITyTEM IPOBEICHUS
POBEPOK:

1) nonpasnenenreM Mo HHPOPMALIMOHHONW 0€30IaCHOCTH — B COOTBETCTBUH C IJIAHOM,
YTBEPK/Ia€MbIM UYJIEHOM MCIOJHUTEIBHOTO OpraHa, KypUPYIOIIUM MOJApa3/ielieHue Io
nH(GOPMAIIMOHHOW 0€30MacHOCTH, a TAKXKe MO OTICIBHOMY PaCIOPSIKEHUIO PYKOBOIUTEIS
HCIIOJTHUTENLHOTO OpraHa Wi pPyKOBOAUTENS OpraHa yrpaBieHus OaHKa, OpraHu3aluu;

2) moapasieneHueM BHYTPEHHETO ayJIuTa — B PaMKax TOAOBOTO IUIaHA ayJAUTOPCKUX
IPOBEPOK B COOTBETCTBUM C BHYTPEHHHUMH JOKyYMEHTaMu OaHKa, OpraHH3allNH,
perJaMeHTHPYIOIMMU OPraHU3alMI0 CUCTEMbI BHYTPEHHETO ay/IUTa OaHKa, OpraHu3aliy.

62. I1o pe3ynbraram mpoOBEPKH MoApa3jeicHueM no UHGOPMALMOHHON 0€30MaCHOCTH
COCTABJISIETCSI OTUET C MPUJIOKEHHEM MAaTEepUalioB MPOBEPKHU, KOTOPBIA JOBOJIUTCA [0
CBEACHUS MTPOBEPSAEMOTO MOApa3IeIeHNUs 0aHKa, OPTaHU3AIINH.

I'maBa 9. TpeGoBaHHAA K mpoLeccaM CHCTEMBI YIIPaBJIeHUA HH(OPMAMOHHOH 6€30IacHOCTBIO
ITaparpad 1. TpeGoBaHHs k mpoLecCy OpraHM3alMA JOCTyIa K HHPOPMAIMOHHBIM CHCTEMaM

63. Ilponecc cozmanust MaTPUILHI TOCTYTA K HHGOPMAIIMOHHON CUCTEME OCYIIECTBISETCS
B IIOPSAKE, ONIPEEIsIEMOM OAHKOM, OpraHU3aluel, 1 COCTOUT U3 CIEAYIOUINX ATAIOB:

1) 6usnec-Bnanener; HHGOPMAIIMOHHONW CHUCTEMBbI o0ecreynBaeT (HOpMUPOBAHHUE U
aKTyaJIbHOCTb MaTpPHUIIbI 10CTyIa K MHPOPMAIMOHHOMN cucTeMe OaHKa, OpraHu3aliy;

2) Bnagenen OusHec-npouecca coBMecTHO ¢ UT-menemxepom mHPOpManmoOHHON
cucTeMbl 00ecTeynBalOT (POPMHUPOBAHUWE U AKTYaJbHOCTH pOJie B WH(POPMAIIMOHHOUN
cuctemMe B o0beMe, onpeaensieMoM PyHKIMOHAIbHBIMU 00S13aHHOCTSIMU pa0OTHUKOB;

3) chopMHUpOBaHHBIE POJIM COTJIACOBBIBAIOTCS ¢ OM3HEC-BIIAJSIblIeM HHPOPMAIMOHHON
CHUCTEMBI;
4) 6aHK, opraHuzanusi 00eCrneYrBaeT UCKIIOYEHHE B POJSIX KOH(MIUKTYIOIIUX IMpaB
J0CTYTIa, TO3BOJIAIOIMX OOONTH CYLIECTBYIOIME AaBTOMAaTU3UPOBAHHBIE KOHTPOJIH;
5) UT-menemxep nHGOPMALMOHHONW CUCTEMBI peaIu3yeT poiau B MH(DOPMALHOHHOU
CUCTEME;

6) OuszHec-Biaaenel, UHPOPMAIIMOHHON CUCTEMBbI WJIM MOJCUCTEMBI U BIaJEIel]
OM3Hec-Ipoliecca TECTUPYIOT CO3JaHHbIE POJIU;

7) UT-menemxep MHOOPMALMOHHONW CUCTEMBbl BHENIPSAET POJId B MH(POPMALIMOHHOM
CUCTEME.

64. BHecenue n3MeHEHUN U JONOJHEHHUI B MaTpUIly IOCTyNa K MH(POPMALMOHHON
CUCTEME OCYULIECTBIISIETCS B OPAJIKE, YCTAHOBICHHOM ITyHKTOM 63 TpeOoBaHuUI.



65. MexaHu3M yInpaBiieHUs TOCTYyNOM HH(GOPMAIIMOHHON CUCTeMbl 0aHKa, OpraHu3alluu
o0ecIeynBaer:

1) BO3MOKHOCTB PETUCTPAIIM HOBOT'O MOJIH30BATENS HA YPOBHE MPUIIOKECHHUS,

2) Ha3HAYCHHUE TIOJL30BATEIISIM TIpaB Ha AOCTYI K MH(POPMAIIMOHHBIM CHCTEMaM TOJIBKO
yepes podu;

3) mpeaocTaBiieHUE MOIH30BATENSAM OT/ACIBHBIX MPaB B JOMOJIHEHUE K UMEIOIICICS POn
B MH(OPMAIMOHHON CHUCTEME MO COTJACOBAaHUIO ¢ OM3HEC-BIAAENbIEM HUHPOPMALMOHHON
CUCTEMbl WJIM TOJICUCTEMBI M C YBEIOMJIEHHUEM MOJApa3jeieHus 1Mo HHGOPMAIMOHHOU
6e3omnacHocTy; 4) COMPOBOXKICHHUE POJIeH MoJib30oBaTeNel (Co31anne, U3MEHEHHE, YIaJeHUe);

5) BO3MOXHOCTh OJIOKHPOBAHUSI OJJHOBPEMEHHOTO OCTYyTMa IMOJ| OJHUMH yUYETHBIMH
JTAaHHBIMH C PA3JIUYHBIX allapaTHBIX CPEACTB (KOMIIBIOTEPOR) M1 TPAH3AKIIMOHHBIX CHCTEM;

6) BeieHUE ayAUTOPCKOrO Clea.

66. MexaHu3M ynpaBlIeHHUs JOCTYIIOM K JJaHHBIM MH(POPMAIIMOHHOW CHCTEMBbI OaHKa,
OpraHU3alliy BKIIOYACT:

1) obecnieuenue gocTyna K JaHHBIM HHPOPMAIIMOHHOW CUCTEMBI Yepe3 MPUII0KEHUE;

2) mpenocTaBiieHre TOCTyNa K JaHHBIM WH()OPMAITMOHHOW CUCTEMBI HAMPSMYI0, MUHYS
MPWIOKEHUE, OCYIIECTBIISIETCS 110 COTJIACOBAHUIO C MOAPA3ACICHUEM 110 MHPOPMAIIMOHHON
0e30I1aCHOCTH;

3) dbopMupoBaHWE U aKTyaJdu3alUi0 MOJApa3JaelieHueM 0 HHGOPMAIMOHHBIM
TEXHOJIOTHSIM TEepeyHs IMO0Jb30BaTeNieil, KOTOPbIM MPEJOCTABI€H JOCTYN K JaHHBIM
HaIPsAMYI0, MUHYSI TIPUJIOKEHUE.

67. Ilpu u3MeHeHnn (QYHKIIMOHAIBHBIX 00sS3aHHOCTEH PAOOTHHKA OTKIIOYAIOTCS BCE
MMEIOIIHECS MpaBa IOCTYIA W MPHUCBANBAIOTCS HOBBIE TTpaBa JOCTYIA, COOTBETCTBYIOIIHNE €TO
HOBBIM (YHKIIMOHATBHBIM 00s13aHHOCTSIM. [Ipu yBoNbHEHHH pabOTHHKA HE OoJiee, YeM uepes
CYTKH C JIaThl YBOJbHEHHUS OTKIIOYAIOTCS BCE €0 YUCTHBIC 3aIHCH.

68. TlompaszneneHuem 1Mo UHPOPMAITMOHHOW OE30MACHOCTH TPOU3BOJUTCS MPOBEPKA
KOPPEKTHOCTH TIpaB J0CTyIa K MHGOPMAIIMOHHBIM CHCTEMaM B COOTBETCTBHH C MAaTPHIICH
J0CTYyTIa, a TAKKE KOHTPOJIh OTKIIFOUEHHUS MPaB JOCTYIA YBOJICHHBIM paOOTHUKAM.

69. IlepecmoTp poseit U mpaB A0CTyNa K MHPOPMAIIMOHHBIM CUCTEMaM MPOU3BOJIUTCS HE
peke OJTHOTO pa3a B roJi OM3HEC-BIaAeTblIaMU HH()OPMAIIMOHHBIX CUCTEM WIJIH TIOJICUCTEM C
NPUBJICUCHUEM 3aMHTEPECOBAHHBIX MOJPA3AeIICHU 0aHKa, OpraHUu3aIiHy.

70. IIpy OTCYTCTBUM TEXHHYECKOW BO3MOXKHOCTH pEaTU3alMK OJHOTO WM HECKOJIbKUX
TpeboBaHu HacTosAmero mnaparpaga B OaHKe, OpraHu3allMd MPUMEHSIOTCS
KOMITCHCHPYIOIIME MEPhI B BUC JIOMOJHUTEIBHBIX TEXHHUYECKUX W OPTaHU3aIlMOHHBIX MEp
M0 YAaCTUYHOMY WJIM TOJHOMY HCKIIOYCHUIO BIHMSHHUS PHUCKOB HHGOPMAITMOHHON
0€30MacHOCTH.

ITaparpa¢ 2. Tpe6boBaHus k mpoIecCy yIpaBJIeHHAS NapOIAMH U OJIOKAPOBKAMY YIETHBIX 3aIHCei
[ONB30BaTeNeH B HHPOPMAMOHHEIX CHCTEMAX



71. B uHpopMallMOHHBIX cUCTeMax OaHKa, OpraHu3alii IPUMEHSIOTCS CleAyoIne
napaMeTpbl (YHKUMU IO YIPABICHUIO MAPOJISIMH M OJIOKMPOBKAMHU YUETHBIX 3aIucei
MOJIb30BaTEIICH:

1) MUHMMaNbHAS JJIMHA MApOJIsl — 3HAYEHUE JaHHOTO NapaMeTpa COCTaBIIIET HE MEHee 8
cuMBOJIOB. [IpoBepka maposis Ha COOTBETCTBHE JAAHHOMY MAapaMeTpy MPOU3BOJIUTCS MHPH
KQ)KJIOM CMEHE MapoJisl, B CIy4ae HECOOTBETCTBHUS — BBIIAETCS YBEIOMIICHHE MOJb30BATENIO;

2) CII0KHOCTh MapoJsi — BO3MOKHOCTh MMPOBEPKU HAIMYUS B APOJI€ KAK MUHUMYM TpPeX
TPYIIIl CUMBOJIOB: CTPOYHBIX OYKB, 3arjlaBHBIX OYKB, HU(PPOBBIX 3HAUCHUH, CIECIIHAIBHBIX
cUMBOJIOB. [IpoBepka maposis Ha COOTBETCTBHE NAaHHOMY NAapaMeTpPy IMPOU3BOIUTCS IPHU
KQ)KJI0M CMEHE MMapoJis, B CIIy4ae HECOOTBETCTBUS — BBIJAETCS YBEAOMIICHUE MTOJIb30BATEIIO;

3) uctopust napoJisi — HOBBIM MapoJb HE MOBTOPSET KAK MUHUMYM CEMb MPEIbIIYIINX
naposieil. [IpoBepka maponss Ha COOTBETCTBUE AAHHOMY IapaMeTpy HPOU3BOAUTCA IPHU
KQ)KJIOM CMEHE MapoJisl, B CIIy4ae HECOOTBETCTBHUS BBIIAECTCS YBEAOMIIEHUE TTOJIb30BATEIIO;

4) MUHUMAJIBHBINA CPOK JIEUCTBUS Maposist — 1 (o1uH) pabouunii 1eHb;

5) MakCUMAaJIbHBIA CPOK JCHCTBHS MapoJs — He 6ojee 60 (mecTuaecaTH) KaJleHIapHBIX
nuen. 1IpoBepka maposist Ha COOTBETCTBUE TAHHOMY ITapaMeTpy MPOU3BOAUTCS MPU KAXKIOM
BX0JI€ B MHPOPMAIIMOHHYIO CUCTEMY U CMeHe mapousis. B ciyuwae, ecnu 1o ucreueHus
MaKCUMaJlbHOTO CpOKa AEHCTBUA ocTaercs 7 (ceMb) U MEHee KaleHIapHbIX JHEH,
II0JIB30BATENI0 BBIAAETCS COOTBETCTBYIOIIEE yBenoMiIeHHE. [1o ncreueHnn MakCMManbHOTO
CpoKa JAeHCTBUS mapoJis MHPOpMalMOHHAs CHCTEMa OJIOKUPYET NOCTyln U Tpelyer
00s13aTeIbHYI0 CMEHY MapoJs;

6) mpu nepBoM BXOJE€ B MHPOPMAIMOHHYIO CUCTEMY JIMOO MOCJIE CMEHBI MapoJs
aAMUHUCTPATOPOM MH(OPMAIIMOHHAS] CUCTEMA 3alPAIlIUBAET y MOJIb30BATENsI CMEHY NapoJis
C HEBO3MOKHOCTBIO OTKJIOHWTH JAHHYIO Ipoueaypy. [JJaHHOe nmpaBuio NnpeBaMpyeT Haj
MPABUJIOM O CPOKE AEUCTBUSA MAPOJIS;

7) B cilydae OTCYTCTBUS aKTUBHOCTHU IOJIb30BaTelNsd B MH(GOPMALIMOHHON cucTteMe Oosee
30 (TpuauaTH) KajJeHAAPHBIX JHEH €ro yuyeTHas 3aluch aBTOMaTHUYECKU OJIOKUPYETCS;

8) mpu NociIe0BAaTENBHOM MATUKPATHOM BBOJIE HEMPABUIILHOTO MAPOJIs YUETHAS 3aIHCh
M0JIb30BaTels BPEMEHHO OJIOKUPYETCS;

9) npu HeakTUBHOCTH Tosb30Barens Oonee 30 (Tpuauat) MUHYT MH(DOPMALMOHHAS
CUCTEMa aBTOMATUYECKU 3aBEPIIAeT ceaHC PabOThI MOJIB30BATENS TMOO0 OJIOKUPYET pabouyio
CTaHIMIO MM HOYTOYK C BO3MOXHOCTBIO pa30JIOKUPOBKH TOJIBKO TPH BBOJE
ayTeHTU(UKALNOHHBIX TAaHHBIX MOJIb30BATEIS.

72. TpeboBanus nynkra 71 TpeOoBaHU HE TPUMEHSIOTCS B CIIy4asiX, KOT/1a:
1) uHpopmanuMoHHAsT CUCTEMa HMHTErPUpPOBaHAa B YacTU ayTEHTH(QUKALUH C
nH()OPMAIIMOHHONM CUCTEMOM, COOTBETCTBYIOIIEH TpeboBaHusM nyHKTa 71 TpeboBanwmii;
2) ¢yHKUMH OaHOW HMH(POPMALMOHHOW CUCTEMbl MHUHUMH3HPYIOT PHCK
HEaBTOPU30BAHHOTO JIOCTYMAa B IPYroil HGHOPMAIIMIOHHON CUCTEME.



73. Ilpouecc ympaBlieHHs MApOJISIMU U YYETHBIMU 3aIMUCSIMU OMpEAessieTcss 0aHKOM,
Opra’u3anyen U BKIIOYACT:

1) ympaBieHue aaAMUHUCTpaTOpaMu MHHOOPMAIMOHHBIX CUCTEM YYETHBIMH 3aMHCSIMU
NoJb30BaTeNNel MHPOPMAITMOHHBIX CUCTEM H CMEHOW X MapoJieH;

2) mogady ¥ pacCMOTPEHHE 3as8BOK HA CO3/IaHME YUETHBIX 3aIHUCEeil, a TaKKe U3MEHEHUs
napoJisi IpU BO3SHUKHOBEHUU HEIITATHOW CUTYaIUu;
3) mogady 3asBOK Ha U3MEHEHHUE WU YJaJICHUE YUYETHBIX 3aMHCeii;
4) uneHTU(pUKAIMIO JUI, TTOIAIOIINX 3as8BKM HA CO3/IaHUE, U3MEHEHUE WU yJaJICHHUE
YYETHBIX 3aIlMCel, a TAaK)Ke H3MEHEHHE MapoJs;

5) HemomylieHHWE HEMPABOMEPHOU Mepenadd Mmaposiell TPEThbUM JIMIAM, a TaKkKe
aJIMUHHACTpAaTOpaM WH(OPMAIIMOHHBIX CHUCTEM M MHBIM paOOTHUKaM OaHKa, OpraHu3alliu;

6) HenmomyImieHne padoThl B MH(POPMAIMOHHBIX CHUCTEMAaX MOJ YYKXHUMH YYETHBIMU
3aMUCsIMU, 32 UCKIIIOUEHHEM MPEJAOCTaBICHHS JOCTYIa K Yy>KOH y4ETHOW 3alUCU B IENSIX
oOecrieyeHus: HEMPEPHIBHOCTH MAEITEIBHOCTH 1O COTJIACOBAHUIO C TMOAPA3/CIIEHUEM II0
MH(OPMAIIMOHHON 0€30MacCHOCTH B yKa3aHHBIM MPOMEKYTOK BPEMEHU IMpU 00ECTICUCHHUH
TOYHOUN UAECHTU(PUKAIIUY TTOTH30BATEIIS.

ITaparpa¢ 3. TpeboBarms k mpomeccy obecedeHus 6e3onacHOCTH HHPOpManHuH

74. Ilponecc 3amuThl MHGOPMAIUU MIPU UCMOJIb30BaHUM MHTEpHETa U AIEKTPOHHOM
MOYTHI orpezensercs 0aHKOM, OpraHu3alKel U BKIIOYaeT 000 U3 CIeIyIoHNX METOA0B,
HO HE OTPAHUYUBASCH UMHU:

1) opraHu3anMOHHBIN: oOecreueHne OCBEJAOMIIEHHOCTH MEpPCOHAaNla, OrpaHUYCHUE
KOJMYeCcTBa pPab0OTHUKOB, HMEIOMUX JocTyn K WHTepHery, ciayx0aM MIrHOBEHHBIX
co00IIeHMI, 00J1auHBIM cepBHcaM, [P-Tenedonny 1 BHEIIHEN 371€KTPOHHOM NOYTE;

2) NporpaMMHO-TEXHUYECKHI: OTPAaHUYECHHUE KOJIMYECTBA MOJIb30BaTEICH 1 UX JIOCTYIA K
MHTEpHET-pecypcaM, KOHTPOJIb MH(popManuu, nepeaaBaeMol B HTepHET, B TOM 4Hciie N0
cy’)k0aM MTHOBEHHBIX cooOmiennii, [P-tenedoHun w BHEIMIHEW SJIEKTPOHHON ToUTE,
MpeaocTaBieHue JocTyna B IHTepHeT uepe3 TepMUHaNbHBINA cepBep, pa3ieieHle CETMEHTOB
CETH, BEJICHUE apXMBAa BHEIIHEN JIEKTPOHHOM NOYTHI (CPOK XpaHEHHUsI ONpeAeIaeTcs OaHKOM,
OpraHu3aliel, OrpaHMYeHNEe T0CTYyNa Ha U3MEHEHUE WU yAalleHne HHPOPMALIMK B TAHHOM
apXHB€), UCIOJIb30BAHNUE CUCTEM MPOTUBOACHCTBUS aTakaMm, HalpaBJICHHBIM Ha MEPUMETP
3alIUTl  MHOOPMAIIMOHHONW HHPPACTPYKTYphl OaHKa, OpraHu3aluu, MUPPOBaHUE
nepeaaBaemMoit HHGOpMaIuu.

75. Jns 3ammTsl “HGOPMAIIMH TIPU UCTIOIH30BAHUH BHEIIHUX HOCUTEJIEH JIEKTPOHHOM
MHpOpPMALIMM TPUMEHSIOTCA JI000M U3 CIEAYIOIIMX METOJIOB, BKJIOYas, HO HE
OTrPaHUYMBASICH UMHU:

1) opraHu3anMOHHBIN: oOecreyeHue OCBEAOMIICHHOCTH IEpCOoHala, OrpaHuYeHue
KOJIMYECTBA paOOTHUKOB, MMEIOIIMX JOCTYII K 3alMCH Ha BHEIIHUE HOCUTEIH UH(DOpPMALINY;



2) NpOrpaMMHO-TEXHUYECKHUI: UCIIOJIB30BAHUE MPOIPAMMHO-TEXHUYECKUX CPEJICTB,
o0ecrieynBaOUIMX OrpaHUYCHHE, KOHTPOJIb W MHU(GPOBAHHE 3aMUCH HHPOpMAIUU Ha
BHEIIHHE HOCHUTENIM, OTKJIIOYEHUE HEHCIOJb3yEMBIX IOPTOB BBOJA-BBIBOJA M YCTPOMCTB
3alUCU BHELIHUX HOCHUTENIeM Ha paboyux CTAaHIMAX MepcoHana OaHKa, OopraHu3aluud U
cepBepax.

76. ns 3amuThl HHGOPMAIMKU TPU UCTIONH30BaHUU OyMaKHBIX HOCUTENIEH MTPUMEHSIOTCS
000 U3 CIETYIOIUX METOJOB, BKJIIOYasi, HO HE OTPAaHUYMBASACh UMH:

1) opraHu3alMOHHBIN: OTpaHUYCHHS, OMpeaessieMble OaHKOM, OpraHU3alMeH,
oOecriedyeHue OCBEAOMIICHHOCTH IE€pCOHANa, OrPaHUYEHHUE KOJIUYECTBA pPAOOTHHUKOB,
UMEIOUINX JOCTYI K paboTe ¢ JOKYMEHTaMH, COAEpKAIIMMU 3alIUIaeMyt0 HHPOpMAIIHIO;

2) mporpaMMHO-TEXHUYECKHUI: UCIOJIb30BAHUE MPOrPAMMHO-TEXHUUYECKUX CPEJICTB,
00eCreurBaOIIMX KOHTPOJIb BBIBOJA MH(POpPMAIIMK HAa OyMaKHbIE HOCUTEIH.

77. dns 3ammThl ©HGOPMAIMK B Cydae YTpaThl IITATHBIX HOCHUTENeW MH(pOpMalUu
MPUMEHSIOTCS JTI000H U3 CIEAYIOIINX METOJIOB, BKIIOYas, HO HE OIPAHUYUBASICh UMU:

1) opraHu3alMOHHBIN: OrpaHUYCHHS, OINpeaessieMble OaHKOM, OpraHu3alMeH,
oOecnieueHre (U3NUECKON Oe30MacHOCTU mnepuMeTpa OaHka, OpraHu3aluu, oOecreyeHue
OCBEJIOMJIEHHOCTH NE€PCOHANIa, HOPMbI YTUIIN3aLMU HOCUTENEeH HH(pOpMaluy;

2) NporpaMMHO-TEXHUYECKUN: UCTOIb30BaHUE CPEICTB, KOHTPOIUPYIOIIMNX BCKPBITHE
CUCTEMHBIX OJIOKOB, mmHMppoBaHUE HWHPOpMAIUM Ha pabOUYMX CTaHIUAX, CEepBEpax,
mudpoBaHUEe UM TOKEHHU3alus (3aMe€Ha OpUTHHAIBHBIX JIAHHBIX Ha Cypporar c¢
HCTOJIb30BaHUEM Habopa CcllydyailHbIX JaHHBIX (TOKeHa) HH(OpManuu B CUCTEMax
yhpaBlieHUus 0a3aMH TaHHbIX.

78. YHUYTOXEHUE 3amuiiaeMod HHGOpMAUUU HPOU3BOJUTCA METOIAMH,
HCKJIIOYAIOUIMMH €€ BOCCTAHOBJICHHE, C MCIOIb30BAaHUEM JIFOOOT0 U3 CIEAYIOLIUX METO/I0B
YHUUTOXEHUSI HH()OPMAIMU B 3aBUCUMOCTH OT THIIa HOCUTEJNS:

1) duzmveckoe yHUYTOKEHNE HOCUTEINS HHPOpMAInK;

2) BJIEKTPOMarHUTHOE BO3JCHCTBHE Ha HOCUTENh MHGOpMAIu (IJIs1 MarHUTHBIX
HOCHUTENEN);

3) nporpaMMHOE YHHUYTOXEHHUE SJIEKTPOHHOM HHGOpMAIUU CHEIUaTU3UPOBAHHBIMU
MPOTrPaMMHBIMH CPEJCTBAMH.

ITaparpa¢ 4. TpeboBarms k mpomeccy obecedeHns 6€30IaCHOCTH NEPAMETPA 3aIUTH
AHGOPMAIHOHHOM HHPPACTPYKTYPHI

79. bankoMm, oOpraHu3aluel ONpelessiioTcs MNEePUMETP 3aUUThI
MH()OPMaIIMOHHO-KOMMYHHUKAIIMOHHOW MHAPACTPYKTYphl (Zajiee — MEPUMETP 3allUuThl).
[Tonpaznenenuem no nHGOOPMALMOHHBIM TEXHOJIOTHSIM YTBEPKIAIOTCS U MOICPKUBAIOTCS B
aKTyaJIbHOM COCTOSIHUU CXe€Ma IEPUMETPa 3AIIUATHI U IIEPEYEHb aJMUHUCTPATOPOB CPEICTB
obOecrnieueHus: 0€30MACHOCTH MEPUMETPA 3aIUTHI.



80. TerekOMMYHUKAIIMOHHBIE COCIMHEHNS, 32 UCKIIFOUYEHUEM COEMHEHHI C TOPOACKON
Tene(OHHON CEThIO, BBIXOJSIIME 3a TIEPUMETP 3alIUTHl OaHKa, OpraHU3aIluH, MOJJICKAT
G poBaHUIO.

81. IlludpoBaHne TEICKOMMYHHKAIIMOHHBIX COCIUHCHHH MPOU3BOJUTCS METOJIAMH,
COTJIaCOBAaHHBIMH C TTOApa3IeTICHUEM IO HHPOPMAITMOHHOMW 0€30MMacHOCTH.

82. HapaBHe ¢ mm@poBaHuEeM TEICKOMMYHHUKAIIMOHHBIX COCJIMHEHUMN, YKa3aHHBIX B
nyHktax 80 u 81 TpeboBanuii, ucnoias3yercs mudppoBaHue rnepeaaBacMoil HGoOpMaIuu.

83. Jlnst orpannyeHus n0cTyna K HHGOPMAIMOHHON MH(pACTPYKType Ha MEepUMETpe
3aIIATHl YCTAaHABIUBAIOTCS MEKCETEBBIC dKPAHBI.

84. IlpaBuna qocTyma, yCTaHOBJICGHHBIE Ha MEXKCETEBBIX dKpaHaX, HACTPAWBAIOTCS Ha
OJIOKMpOBAaHUE COCIMHCHHM, HEUCIIOIb3YEMbIX IS (YHKIIMOHUPOBAHUS WHGOPMAITHOHHBIX
aKTUBOB OaHKa, OpraHU3aINH. Y Ka3aHHbBIE MTPaBUJIa COTIACOBBIBAIOTCSA C MOAPA3CICHHEM TI0
uH(pOpMaIMOHHON 0e30MmacHOCTU. IS BBISIBIICHUS M OTPAXKEHUS aTaK Ha MEPUMETP 3allUThI
WCITOJIB3YIOTCSI CPEICTBA OOHAPYKEHUS U TIPEIOTBPAIICHHS BTOPKEHUH.

85. bank, opranuzanus o0ecreyuBaOT MPUMEHEHHE Mep MpeOTBpalleHus aTak Tumna "
oTka3 B oOcmyxuBanuu". [lpm peanusanuu yKa3aHHBIX MEP HCIOJB3YIOTCS IITAaTHBIE
MEXaHU3MBl CHCTeM oOecredeHus O0e30MacHOCTH TepuMeTpa 3amuThl U (UIH)
JIOTIOJIHUTEJIbHBIE CTIOCOOBI 00ecreueHns1 6€30MaCHOCTH MePUMETPa 3aIUThI.

86. [loctyn momnb3oBateneil kK MHOOPMAIIMOHHBIM aKTHBaM OaHKa, OpraHU3allvu,
HaxXOASLIMMCSl BHYTPH MEpPUMETpa 3alllUThl, H3-3a MPEAECIOB MEPUMETpPa 3alIUTHI
MPEAOCTABIIACTCS TOJIBKO MO 3amuGpPOBAaHHOMY KaHATy ¢ ayTeHTHU(UKAIMEH TOJIb30BATENS
Ha mepuMeTpe 3amuTthl. JlocTyn mojp3oBaTeiel K MHPOPMAIMOHHBIM CUCTEMaM H3-3a
MPEEIOB MEepUMETpa 3allUThl MPEIOCTABISIETCS TONBKO C HCIOJH30BAHUEM METO0B
nByx(akTopHOH ayTeHTUUKAINK (UCTIOIB30BAHUEM JIBYX U3 TpeX (aKTOpoB: "UTo 5 3HAK0",
"yto s uMmero", "4To g ecTh cam'").

87. llns obecrnieuenus: 0€30MaCHOCTH JIOCTYIIA TIOJIb30BaTeNel K pecypcam MuTepHeTa, a
TaK)Ke UCIOJIb30BAHUS BHEITHEH 3JIEKTPOHHOM MOYTHI YCTAaHABIMBAKOTCS COOTBETCTBYIOIINE
IIJII03bI, 00€CIIEUnBAIOIIIHE:

1) ounctKy Tpaduka OT BpeIOHOCHOTO KOJIa;

2) 010KUpPOBKY pecypcoB HTepHETa, coAepKallUX JeCTPYKTUBHBIE (DYHKIINY;

3) O4MCTKY MOYTOBOTO Tpaduka OT crama,

4) ayTeHTHU(PUKAIIUIO JOMEHHOTO UMEHHU OTIPABUTENS BXOISIICH 3JICKTPOHHOM MOYTHI U
BO3MOXKHOCTh ayTEHTHU(UKAIIUA TOMEHHOTO MMEHU HCXOJSIICH JJIEKTPOHHOM IMOYTHI C
WCITOJIb30BAaHUEM KPUTITOTPa)UUECKUX arOPUTMOB.

88. Kondurypamus cpeactB oOecrneueHUs O€30IaCHOCTH IEpUMETpa 3allHThI
BBITIOJIHACTCA C YYETOM pPEKOMEHJAIUMi MPOU3BOAUTENIE M TNepecMaTpUBAETCI C
NEePUOIUYHOCTHIO, OmpeneasieMoil O0aHkoMm, opranusauueil. B oOs3aTenbHOM mopsiake
U3MEHSIOTCS MapoJii Ha TMpeNyCTaHOBJEHHbIE YyYeTHbIe 3amucu. Heucnonbiyembie
MPEAyCTaHOBJICHHBIC YUCTHBIC 3aIMUCH OJOKUPYIOTCS WU yIAJISIOTCS.



89. C mepuoIMYHOCTBIO, OMpeesieMo OaHKOM, OpraHu3alueil, MPOBOJIUTCS
TECTUPOBAaHNE HAa MPOHUKHOBEHUE B MH(POPMAIMOHHYIO MHPPACTPYKTYPY HE3aBUCHMBIMU
BHEIITHUMH SKCTIEPTaMU B TaHHOW 00JacTh. B paMkax JaHHOTO TECTHUPOBAaHUS, KPOME MTOUCKA
M TIOMBITOK JKCIUTyaTallud YSA3BUMOCTEH CHCTEMHOTO WM MPHUKIAJTHOTO MPOrPaMMHOIO
obecrniedeHrsi, MPOBOJATCS HArpy304YHBIC TECThI, BKIIOYAash WMHTAIMIO aTak "OTKa3 B
oOCITyKMBaHUH'", a TAK)KE TECTHI 10 CONUATHLHON WHXCHEPHUH.

ITaparpad 5. TpeboBarus kx mpomeccy obecredeHus 3amuTh HHPOPMAIMOHHOH HHPPACTPYKTYPEI

90. UT-menemxep MHPOPMAIMOHHONW CHCTEMBI OOECIEUUBAET CHUHXPOHU3ALMIO
CUCTEMHOTO BpeMEHH HWH()OPMAIMOHHOTO aKTHWBA C IEHTPAJU30BAHHBIM HCTOYHHKOM
ATAJIOHHOT'O BPEMEHH.

91. Tlonpa3nenenue mo MHGOPMALMOHHBIM TEXHOJOTHUAM O00ECIEUMBAET pa3/ielieHHe
BHYTpPEHHEH ceTeBON MHPPACTPYKTYPhl KAK MUHUMYM Ha CJIEIYIOIINE CETMEHTHI:

1) KIMEHTCKHM (MOJIb30BATEILCKU);

2) cepBepHbIi (MH(PACTPYKTYPHBII);

3) pa3paboTku (IIpy HATTUYIUH);

4) TecTOBBII.

92. Mexnay cerMeHTaMu ceTeBOM MH(PACTPyKTypbl HACTPAUBAIOTCS IIpaBUiia JOCTYIIA Ha
OJIOKMPOBAaHNE COCTUHEHUH, HEUCIIONB3YEeMbIX s (YyHKIIMOHUPOBAHUS MH(POPMAITMOHHBIX
aKTUBOB OaHKa, OpraHU3aIUH.

93. bank, opraHu3zamus B ILeNSX 3aUThl UHPOPMALMOHHON HH(PPACTPYKTYpPHI
UCIIONB3YIOT METOABl MIIM CHCTEMBI, MO3BOJSIONINE BBISBIATH HEMPEABUICHHYIO (
aHOMAJIbHYI0) aKTUBHOCTh B MH(GOPMAIIMOHHON MHGpacTpyKType OaHKa, OpraHu3aliu.

94. bankoM, opraHu3alell UCIOIb3YIOTCS OpPraHU3aIllMOHHbIE U (WUJIM) TEXHUYECKUE
MEpBI TI0 CO3J]aHUI0 ¥ MPUMEHEHHUIO TPYIIIOBBIX MOJUTUK O€30MaCHOCTH C MUCTOJIb30BaHUEM
BO3MOKHOCTEH ONEPAIMOHHBIX CHUCTEM, CETEBOW AapXUTEKTYphl WM TMPOTPAMMHOTO
o0ecrnedeHus, O3BOJISIONINE YCTaHABIMBATh HA KOHEUHBIX YCTPOHCTBAX MH(OPMALIMOHHON
UHPPACTPYKTYPHI HACTPOIKH OE30MACHOCTH.

HckmoueHne KOHEUHbIX YCTPONCTB HH(POPMALMOHHON HHMPACTPYKTYPhI U3 TPYIIIOBBIX
MOJIUTUK O€30MaCHOCTH COTIACyeTCsl C Moipa3eieHueM o HHPOPMAIIMOHHON 6€30MacHOCTH

95. Ilpu pa3melieHMH Ha OJHOM CEpPBEpE WU THUIEPBU30PE HECKOIbKUX
MH(OpPMALIMOHHBIX AaKTHUBOB OaHKa, OpraHu3aluu, oOecnedyrBaeTcs 3alluTa Ha YpPOBHE,
COOTBETCTBYIOILIEM MAaKCUMaJIbHO KPUTHUYHOMY HUH(OPMALIMOHHOMY aKTHUBY, Pa3MEIIEHHOMY
Ha JIaHHOM CEpBEPE UJIU TUIIEPBU30PE.

ITaparpa¢ 6. TpeboBarms k mpomeccy obecedeHus 3amUTH HHYOPMAMOHHBIX CHCTEM



96. Pazpabotka u nopaborka HHGOPMAIMOHHBIX CUCTEM HE OCYIIECTBISIETCS B CPEle
MPOMBIIUIIEHHON JKCIUTyaTalllH.

97. Cpensl pa3pabOTKU, TECTUPOBAHUS U MPOMBINIJICHHON YKCILTyaTalliy OTIESIOTCS
JpYT OT Apyra TakuM 00pa3om, 4ToObl U3MEHECHHS, BHECCHHBIC B JIFOOYIO M3 ATUX Cpel, HE
OKa3bIBaJIM BIUSHUS HA MTH(OOPMALIMOHHYIO CUCTEMY, PACTIONIOKEHHYIO B IPYTOU Cpeie.

98. B cnyuae ucnosiib30BaHUsI B cpefie pa3paOOTKH M TECTUPOBAHUA 3allUIIaeMOMN
nH(OpMAIUH, MPEANTPUHUMAIOTCS COOTBETCTBYIOITNE MEPHI TIO UX 3aITUTE.

99. PaboTHHKY TTOapa3ieieHus M0 HHPOPMAITMOHHBIM TEXHOJIOTHAM O0aHKa, OpraHu3aluu
U CTOPOHHUX OpTaHM3aIlii, OCYIICCTBISIONINE Pa3padOTKy, HE MMEIOT TOJHOMOYHH Ha
MEePEeHOC M3MEHEHU WH()OPMAIMOHHON CHCTEMBl B MPOMBIILICHHYIO Cpely, a TakKke
aJIMUHUCTPATUBHBINA JOCTYI K MH(POPMAITMOHHBIM CHCTEMaM B IMPOMBIIIJICHHOH Cpejie.

100. Ilepen BBOAOM B MPOMBIIIJICHHYIO SKCIITyaTaluio0 HH(HOPMALIMOHHON CUCTEMBI B HEl
U3MEHSIOTCSI HACTPOMKK O€30MacHOCTH, YCTaHOBJICHHBIE 10 YMOJIYAHUIO, HA HACTPOMKH,
COOTBETCTBYIOIINE TPEOOBaHUSIM K HMH(OpMAIMOHHONW O€30MacHOCTH, YCTAaHOBJICHHBIM B
OaHKe, OpraHu3aluu. YKa3aHHbIe HACTPOWKH BKJIIOYAIOT 3aMEHY IMapoJiei, UCIOJIb3yeMBbIX
MIPY TECTUPOBAHUH, a TAKXKE YAJICHUE BCEX TECTOBBIX YUCTHBIX 3aITUCEH.

101. KoHTpoas UCTIONIB30BaHUS TPUBUIIETUPOBAHHBIX YUETHBIX 3alUCEH 00ECTICUNBACTCS
My TeM:

1) cocTaBneHus U YTBEPKACHUS TIEPEUHS aIMUHUCTPATOPOB UH(HOPMAITMOHHBIX CUCTEM (
olepalvoHHasi CUCTEMA, CUCTeMa YIIpaBJeHUs 0a3aMu JaHHBIX, IPUIIOKEHHE);

2) BBeJCHUS ABOWHOTO KOHTPOJS MPHU WCIOTHEHUH (DYHKIUNA aIMUHUCTPUPOBAHUS
MH()OPMAIIMOHHBIX CHUCTEM M (WJIM) BHEAPEHUS CIENHATbHBIX KOMIUJIEKCOB KOHTPOJIS
MCITOJIB30BAHUS TTPUBUJICTUPOBAHHBIX YUCTHBIX 3aITHUCEH.

102. UudopmManiioHHbIE CUCTEMBI OaHKA, OpraHU3aIMi 00ECIIEYMBAIOTCS TEXHUYECKON
MOAACPKKOH, B COCTaB KOTOPOW BXOIAT YCIYTd IO NPEAOCTABICHHUIO OOHOBJICHUU
COOTBETCTBYIOINICH MH()OPMAIIMOHHON CHCTEMBI, B TOM YHCJIe OOHOBJICHUI OC30ITaCHOCTH.

ITaparpad 7. TpeGoBarus k mpomeccy paboTHI C EPCOHATIOM

103. Tlpu npueme Ha pabOTy HOBBIN paOOTHUK OaHKA, OPTraHU3AIUM TOIIMUCHIBACT
0053aTeNIbCTBO O HEpA3IUIallleHNH 3amuiaeMoil nHpopmanuu. O0A3aTeNbCTBO MPUOOIIAETCS
K JINYHOMY Jie]ly paOOTHHKA.

104. IIpu npueme Ha pabOTy HOBOI'O pabOTHHKA, HE TTO3/IHEE S5 (MSATH) pabodYuX JHEH C
MOMEHTa mpueMa Ha paboTy, OH O3HAKAMJIMBAETCS IO MOJAMUCH C OCHOBHBIMU
TpeOOBaHUAMHU K OOecIedeHr0 NH(MOPMAITMOHHON 0€30MmacHOCTH (BBOAHBINM MHCTPYKTAXK).
Pe3ynbrar o3HakoMiieHHsT (DUKCUPYETCSI B COOTBETCTBYIOIIEM JKypHAJIe WHCTPYKTa)Xa WA
WHOM JIOKYMEHTE, TIOJITBEPKIAIONIEM MPOXOKACHIE MHCTPYKTaKa. OTHENbHbIN JOKYMEHT,
TIOITBEPYKAAFOIIUI TIPOXOXKACHUE MHCTPYKTaXKa, IPHOOIIACTCS K JIMYHOMY ISy paOOTHHUKA.

105. Jlo o3HakomiieHus: pabOTHUKA C TPeOOBaHUAMU K WH(OPMAITMOHHOW 0€301MacHOCTH
€My MPEJOCTABIISIECTCS TOCTYI TOJIBKO K HEKPUTUUHBIM MH(DOPMAITMOHHBIM aKTHBaM.



106. TpymoBoit 1OrOBOP, 3aKJIIOYAEMbIi C pAOOTHUKOM OaHKa, OPTaHU3aIUU, COAEPIKUT
00s13aTeABCTBO O COONIIOJEHUU TpeOOBaHUI MO oOecrneueHuo HHPOPMALMOHHON
0€30IacCHOCTH.

107. bankoMm, opraHuzaiued paszpabaTbiBaeTCs MporpaMMa IOBBIIICHUS
OCBEJIOMJICHHOCTH paOOTHHUKOB B BOIpOCax obecreyeHus: nH(HOPMALMOHHONW 0€30MacHOCTH.
[Ipu 5TOM PUMEHSIOTCS CIEAYIONINE METOIbI MMOBBIIICHUS] OCBEIOMICHHOCTH PAOOTHUKOB:

1) o3HaKOMJIeHME C BHYTPEHHHMH JOKYMEHTaMHU OaHKa, OpraHu3aluu, a TaKXKe C
BHECEHHBIMU B HUX U3MEHEHUSIMU U JOMOJHEHUSIMU;

2) mpoBelleHHE TECTUPOBaHMS pPaOOTHUKOB Ha 3HAHUE TPeOOBaHUN BHYTPEHHHX
JIOKyMEHTOB OaHKa, OpTaHU3aluy M0 WHPOPMAIMOHHONW 0E€30MacCHOCTH B COOTBETCTBHH C
MJJAHOM TMPOBEJEHUSI TECTUPOBAHUS PAOOTHUKOB OaHKa, OpraHM3alllM, YTBEPKIAeMbIM
WCITOJIHUTEILHBIM OPraHOM OaHKa, OpraHu3aIlvi;

3) MeToibl, OTpeielIeHHbIE OAHKOM, OpTaHU3aIueH.

108. Ilpn HHCTpYKTa)xKe, a TAKXKE U NPU JAIBHEUIINX MEPONPHUATUAX IO MOBBIIIEHUIO
OCBEJIOMJICHHOCTH OCBEIIAIOTCS:

1) MeTo1bl TPOTUBOACHCTBUS "COUATIBHON UHXKEHEPHUU'";

2) 3ampeT Ha pacnpocTpaHeHne HHGOpPMAIUM, 3alpeleHHOW OaHKOBCKUM
3aKoHOAaTeIbCcTBOM Pecnybnuku Kazaxcran;

3) MONOXKEHUs O MOJTHOMOYHSIX OaHKa, OpraHU3AIMH OCYIIECTBIATH MOHUTOPUHT JTHO00M
uH(pOopMaIK, CO3/1aBaeMOil, XpaHUMOU 1 00pabdaThiBaeMol B MH(GOPMAIIMOHHBIX CHUCTEMaX
OaHKa, OpraHu3aIny;

4) ycioBusi 00 OTBETCTBEHHOCTH, MPEAYCMOTPEHHON 3a HapylIeHHE BHYTPEHHHUX
JOKYMEHTOB OaHKa, OpraHHM3alllM, YCTaHABJIMBAKOIIMX TpeOOBaHUSA K OOECIEUYEHUIO
MH(OPMAITMOHHON O€30MTaCHOCTH.

109. bank, opranuzainus 00ecleuynBalOT MOBBIIICHUE KBadu(HUKaMK paOOTHUKOB
noApasfeiaeHuid 1o HHPOPMAIMOHHON O0€30MacHOCTH, MO YIPaBIEHUIO pUCKaAMU
MH(OPMAITMOHHON O€30MaCHOCTH U BHYTPEHHETO ayAUTa IyTEM IIPOBEICHUS:

1) BHyTpEeHHUX MEPONIPUATHI (JIEKIIUU, CEMUHAPHI);

2) BHemHero o0y4yeHus (ImoceneHue KypcoB, CEeMUHAPOB — HE PEKEe OJTHOTO pas3a B TPH
rojia Jyisl KaKJ10ro paboOTHUKA).

110. Ilpu yBonbHEeHUH pabOTHHUKA B IeNAX obOecredueHus HHGPOPMAIIMOHHOU
0€30MacHOCTH OCYIIECTBIISIOTCS MEPOIPUATHUS T10:

1) mpuemy - nepenaye JOKYMEHTOB U MH()OPMAIITMOHHBIX aKTUBOB 0aHKa, OpraHU3aIlHH;

2) cnade yAOCTOBEPEHUH, IPOIMYCKOB U Pa3peIIUTEIbHbBIX JOKYMEHTOB;

3) IpOBEeACHUIO MHCTPYKTaXKa C YBOJBHSAIOIIUMCA PAOOTHUKOM IO HEPA3TIAlICHUIO
KoH(puACHIIMaTpHON HHpOpMALTIH;
4) GJIOKMPOBKE WM YJAICHUIO YUETHBIX 3aMrcell B MHPOPMAIIMOHHBIX CUCTEMAX.



ITaparpa¢ 8. TpeGoBaHus K IPOIECCY BEACHUA ayTUTOPCKOTO cliefia B HHGOpMAIMOHHBIX
CHCTEMax

111. UT-menemxep nHGOPMAITMOHHON CHCTEMbI 00ECTIEYNBACT BEACHNE U HEU3MEHHOCTh
ayIUTOPCKOTO CJIe/Ia, KaK Ha OPraHU3allMOHHOM, TaK U HA TEXHUYECKOM YPOBHE.
112. B un(dopMaliMoOHHbIX aKTUBAaX OaHKa, OpraHU3alMK UCTIOIb3yeTCsl (DYHKIMS BEACHUS
ayJIUTOPCKOTO CJIeJ1a, KOTOpasi OTPa)KaeT CIETyoLIee:
1) coObITUsSI yCTaHOBJIEHUS COEIUHEHUMN, UICHTU(DHUKALMU, ayTEHTU(PUKALUU U
aBTOpPHU3aLlMU B MTH(POPMALIMOHHOM aKTHBE (YCHEIIHbIE U HEYCIICIIHbIE);
2) coObITHsI MOAU(DUKAIIUA HACTPOEK O€30MaCHOCTH;
3) coObrTust MOTU(UKAIIAN TPYIIT TTOJIH30BATENICH U WX TIOTHOMOYHH;
4) coObITHA MOAUGUKALIMK YUETHBIX 3alMCEN MOJIb30BATENIECH U X TTOTHOMOYUI;
5) coObITHs, OTpa)karollnue YCTAHOBKY OOHOBJIEHUN W (WJIM) U3MEHEHHUU B
MH(GOPMAIIMIOHHON CUCTEME;
6) coOBITUSI U3BMEHEHUSI TAPAMETPOB AyJIUTA;
7) cOOBITHSI UBMEHEHHUI CUCTEMHBIX MTapaMeTPOB.
113. ®opmar ayIuTOPCKOro clie/ia BKIOYAET CIASAYIONTYI0 HHPOPMAITHIO:
1) unentudukaTop (JIOTWH) MOJIH30BATEINSI, COBEPIIHUBIIETO ICHCTBUE;
2) naTta v BpeMsi COBEpLICHUs JCHCTBUS;
3) HauMeHoOBaHuE paboyeil cTaHIUM MoJib3oBaTens u (wiu) [P agpec, ¢ KoToporo
COBEPIIEHO JIEUCTBUE;
4) HazBaHue 00BEKTOB, C KOTOPHIMHU ITPOBOIUIIOCH JIEHCTBUE;
5) T WM Ha3BaHUE COBEPIIICHHOTO JCHCTBUS;
6) pe3ynbTat AeicTBUs (YCHEIIHO WIH HE YCIEIIHO).
114. Cpok xpaHEeHHsI ayJUTOPCKOTO Clie/la COCTaBIsAEeT HE MeHee 3 (Tpex) MecCsIEB B
OMEepaTUBHOM JOCTyIE U He MeHee | (0AHOro) roja B apXMBHOM J0CTyne Jub0 He MeHee 1 (
OJIHOT'0) TOJla B OTIEPaTUBHOM JOCTYIIE.

ITaparpad 9. TpebGoBarus k mponeccy oOecredeHHs aHTHBAPYCHO#H 3aIIUTHI

115. bank, opraHu3anusi UCIOJB3YIOT JINIEH3UMOHHOE aHTHUBHPYCHOE MPOrPaAaMMHOE
o0ecrnieyeHre Uik CUCTEMbI, 00ECIIeUNBAOIINE LETOCTHOCTh U HEU3MEHHOCTh TPOIPaMMHOM
Cpelibl, Kak Ha pab04YMX CTaHLHUIX, HOYTOyKaxX, MOOMIIbHBIX YCTPOMCTBAaX, TaK U Ha cepBepax,
O0aHkoMaTax U OaHKOBCKUX KHMOCKAX.

116. Ucnonb3zyemoe 6aHKOM, OpraHu3alieil aHTUBUPYCHOE MTPOrpaMMHOE 0OecrieueHne
COOTBETCTBYET CJIEIYIOIIUM TPEOOBaAHUSIM:
1) oOHapy>keHHe BUPYCOB Ha OCHOBE U3BECTHBIX CUTHATYD;
2) oOHapyXEeHUE BUPYCOB Ha OCHOBE 3BPUCTHUYECKOI0 aHAIM3a (IOMCKA XapaKTEPHBIX IS
BUPYCOB KOMAaH/I ¥ IOBEJICHUECKOIO aHAJIN3a);
3) CKaHMpPOBaHME CMEHHBIX HOCUTENIEH MPU NOJKIIOYEHHH;



4) 3ammycK CKaHUPOBaHUS U OOHOBJICHUSI aHTUBUPYCHON Oa3bl MO PaCHUCAHHUIO;

5) HanM4YKe UEHTPATU30BAHHON KOHCOIU aJIMUHUCTPUPOBAHUS U MOHUTOPHUHTA;

6) GyI0KHpOBaHUE AJISl MOJIb30BATENsI BOZMOXHOCTU MpEPbIBaHUs (PYHKIIMOHUPOBAHHUS
AHTUBUPYCHOTO MPOrpaMMHOTO OO€CHeYeHHs, a TakKe MPOIEecCOB OOHOBICHUS
AHTUBUPYCHOI'O MPOrPaMMHOT0 00€CIIEYEHUS U TUIAHOBOM TPOBEPKHU HA OTCYTCTBUE BUPYCOB;

7) nnas BUPTYaJbHOM Cpelbl — HMCIOJb30BAHME AHTUBUPYCHBIM IPOTPAMMHBIM
o0OecreueHreM BCTPOCHHBIX (PYHKIMN O€30MacHOCTH BUPTYAJbHBIX CpEll, PU OTCYTCTBUU
TaKUX BO3MOXXHOCTEH — MOATBEPXKACHUE MPOU3BOAUTEINL O TECTUPOBAHUN AHTUBUPYCHOI'O
MIPOrpaMMHOTro 00€ecreyeHusl B BUPTYaJbHBIX CpeAax, UCIONIb3yEMbIX OaHKOM, OpraHu3alMen
5

8) mjis MOOMJIBHBIX YCTPOMCTB M MHBIX YCTPOWCTB, MCHOJIb3YEMBIX BHE MEPUMETpPa
3aIMTHl OaHKa, OPraHU3aLUH, UCIIOIb30BAHUE aHTUBUPYCHOIO MPOrPaMMHOr0 o0ecreyeHus
CO BCTPOEHHOM (PYHKIIMEH MEKCETEBOT0 IKPAHUPOBAHMS.

117. Tlpu ucnofb30BaHUU CUCTEM, 00E€CTIEYMBAIOIIUX IEIOCTHOCTh U HEU3MEHHOCTD
IPOrPaMMHOMN Cpe/ibl, MUHUMAJIbHBIMHU TPEOOBAHUSIMU SIBIISFOTCSI:

1) HanuuMe JHMIIEH3MOHHOTO MPOTPAMMHOI0 OOECneyeHus, MpeayCMaTpPUBAIOIIETro
OOHOBJIEHUE U TEXHUYECKYIO MOJEPIKKY;

2) HaJIu4Ke LEHTPATU30BaHHON KOHCOJIU aIMUHUCTPUPOBAHUS U MOHUTOPUHTA;

3) HaMM4YMe BO3MOXHOCTU OJIOKMPOBAHUS JI1 KOHEYHOTO MOJIb30BaTENsl BO3MOXHOCTU
npepbiBaHus QYHKIIMOHUPOBAHUS JaHHOU CUCTEMBI;

4) Hanmuure BO3MOXXHOCTH IPOBEPKH 00pa3a MPOrpaMMHON cpellbl aHTUBHPYCHBIM
IpPOrpaMMHBIM 0O€CTIeUeHUEM Tepe] YCTAaHOBKOW Ha KOHEYHbIE YCTPONCTBA;

5) Hanu4YMe MEeXCEeTEeBOro IKpaHa Il MOOWIBHBIX YCTPOMCTB M MHBIX YCTPOMCTB,
UCIIOJIb3YEMBIX BHE IIEPUMETPA 3aLLUTHI.

118. Bb160p aHTUBUPYCHOTO MPOrPaMMHOTO 0OECIeYeHUs TPOBOIUTCSA MOAPA3ACIICHUEM
N0 HWH(MOPMALMOHHBIM TEXHOJIOTHSM MpU O0O0S3aTEIPHOM YYacCTHH IOJPA3JCICHUS I10
MH(}OPMAITMOHHON O€30MTaCHOCTH.

119. AaTUBHUpYCHOE MPOTPAMMHOE 00ECTICUCHNE MAaKCUMAIILHO UCKITIOYAeT MPEPHhIBAaHHUE
M0JIb30BATEJIEM BCEX CIIYKEOHBIX MporeccoB. OOHOBIECHUE aHTUBUPYCHOTO MPOrPaMMHOTO
oOecnieyeHus] MPOU3BOJUTCS HE PEXKE OJHOIO pa3a B CYTKH, IMOJHOE CKAHUPOBAHHE
KOMITIBIOTEpPA — HE PEXKE OJTHOTO pa3a B HEAEINIO.

ITaparpad 10. Tpe6oBarwM K TIpoIieCCy yNpaBiIeHUss OOHOBICHHUAMH H YA3BAMOCTAMH
AHGOPMAIIMOHHBIX aKTHBOB

120. UT-meHemxep MHPOPMAIIMOHHON CUCTEMBI 00ECIIEYMBAET CBOEBPEMEHHYIO
YCTaHOBKY OOHOBJIEHUH 06€30MacHOCTH HH(OPMAIIMOHHBIX aKTUBOB OaHKa, OpraHu3alluu.

121. O6HOBNEHUS 6€30M1aCHOCTH HH()OPMALIMOHHBIX AKTUBOB, YCTPAHSIOIINE KPUTHUHBIE

YSA3BUMOCTH, YCTAaHABIMBAIOTCS HE IO3JHEE OAHOTO MECSALUA CO JHSA UX NMyOJHMKaluu U



pacupoCTpaHEHUs] MNPOU3ZBOJAUTENEM, 3a HUCKIIOUYEHHUEM CIy4YaeB, COIJIACOBAHHBIX C
nojpaseiacHueM 1Mo nHPopMaIMoHHOM 0€30MacHOCTH.

122. O6HOBIeHUST HHPOPMAIIMOHHBIX AKTUBOB JI0 YCTAHOBKH B IIPOMBIIIUICHHYIO CPEIY
IPOXOJIAT UCIIBITAHUS B TECTOBOM Cpejie.

123. B cinyyae HEBO3MOXHOCTH yCTAaHOBKHM OOHOBJICHUW IO COTJIACOBAHUIO C
nojpaszieneHueM no uHdbopmalmonHoi 6e3omnacHoct, U T-menemkep nHpOpMaIIMOHHON
CUCTEMBI pean3yeT KOPPEKTUPYIOLIUE MEPHI.

124. Tlogpaznenenue mo nHGOPMAIMOHHONM 0€30MaCHOCTH 00eCIIeYnBaeT CKAaHUPOBAHUE (
TEXHUYECKUHN aHaJIN3 3alIUIEHHOCTH ) MHPOPMAIIMOHHBIX aKTUBOB Ha HAJIMUUE YSI3BUMOCTEH
C UCIOJB30BAHUEM CIICIMAIM3UPOBAHHOTO MPOrPAaMMHOr0 obecreueHus (manee —
ckanupoBanue). CkaHupoBaHue UHGOPMAIMOHHBIX aKTUBOB OaHKa, OpraHuU3aIuu
MPOBOAMUTCS Ha IJIAHOBOW OCHOBE HE PeXe OJIHOrO0 pasza B 6 (mecth) MecsieB. CkaHUpOBaHUE
IPOBOJUTCSL paOOTHUKAMU OaHKa, OpraHU3aluy U (WJIM) BHEUTHUMU CTICIIMAIN3UPOBAHHBIMU
opranu3anusiMu. Pe3ynbTaTbl CKaHUpPOBaHUS (DOPMUPYIOTCA B BHUJIE€ OTUETA O COCTOSIHUU
MH(GOPMAIIMOHHON O€30MaCHOCTH C YKa3aHUEM PEKOMEHIAINN 0 KOPPEKTUPYIOMINX Mepax Mo
YCTPaHEHUIO BBISIBIICHHBIX YSI3BUMOCTEH.

125. UT-menemxep uHGOPMAIIMOHHONW CHCTEMBI O0ECIIEYMBAECT pPeaU3aIIUI0
KOPPEKTUPYIOIIHNX MEP MO YCTPAHEHUIO BBISIBJICHHBIX YSI3BUMOCTE.
[To okoHuanuu padboT Mo ycTpaneHuto yszpumoctet UT-mMenemkep napopMamoHHON
CUCTEMBbI TMPEJACTABISIET B TMOJpa3feleHre Mo HHOOpMAMOHHON 0e301macHOCTH
MOATBEPAKACHUE 00 YCTPAHEHHUH BBISIBIICHHBIX YSI3BUMOCTEH.

IMTaparpag 11. TpeGoBanms K mponeccy HCIONb30BaHUA CPEICTB KpANTOrpapuaecKoii 3ampThl
AHpOpMaIUA

126. Tlpouecc ucmonb30BaHus CPEACTB KpUNTOrpaduyecKol 3amuThl HHOOPMALIUH
onpeenseTcs NoApa3ieieHueM M0 UHPOPMAIMOHHBIM TEXHOJOTHUSIM IO COTJIACOBAHUIO C
moApas3eiacHueM 1o HHGOPMAITMOHHOK 0e30IMacHOCTH OaHKa, OpraHu3aIiy, BKIFOYas, HO HE
OrpaHUYMBAsICh:

1) onucanue cpeacTBa Kpuntorpaduueckor 3ammTel HHGOpManuy (HAaMMEHOBAHUE
CUCTEMBI, KPUIITOAITOPUTM, JUTMHA KITIOYA);

2) 0051aCTh MIPUMEHEHUS CPEACTBA KPUNTOIPAPUUECKON 3aIUTHI MH(OpMAIUK;
3) onucaHne HACTPOMKHU CPEeACTBA KpUNTOrpadudecKoil 3anuThl HH(DOpMAIuy;

4) nopsI0K ynpaBieHus KiroueBo nHpopmarueit: renepanuu, 6e30macHoi nepenayu (
oOMEHa KJIF0YaMH, C YI4EeTOM TPEOOBaHUS UCIIOIBb30BaHUS PA3IMYHBIX KAHAJIOB JJIs TIepeaaun
KJIF0Ya ¥ 3aliyiaeMon HHPpOopMaIim), XpaHeHH s, UICITOJIb30BAHUS U YHUUYTOXKCHHUS;

5) AecTBUS TPU KOMIIPOMETAIIMY KITI0OUeBON WH(OpMAITIH;

6) MOPSAIOK MCHOJIb30BAHMS CPEACTBA KPUNTOTpaPUUECKON 3auIuThl MHOOpMALUU

KOHEUHBIMHU MOJIb30BATEIISIMU;



7) nepedeHp JIUL, JOMYIIEHHBIX K aIMUHUCTPUPOBAHUIO CPEICTBA KPUNTOrpaduyecKoil
3alUThl THPOPMALIMK U YIIPABJICHUIO KIIOYEBOM MH(pOpMaIIHei.

ITaparpa¢ 12. TpeGoBarus k mponeccy obecredenns Gpu3maeckoi 6e30M1acCHOCTH NEHTPOB
00paboTKH JaHHBIX

127. llentp 00pabOTKH JAaHHBIX OaHKa, OPraHU3alMU OCHAIIAETCS CIEAYIOMNMU
CUCTEMaMU TEXHUUYECKOM 0€30MacCHOCTH:
1) cucteMoit KOHTPOJIS U YIIpaBIEHUS JOCTYIIOM;
2) OXpaHHOU CUTHAIU3ALIHNEN;
3) nmoxapHO¥ CUTHAJIM3AIIUECH;
4) cucTeMoOi aBTOMAaTHYECKOTO MOKAPOTYLICHUS;
5) cuctemMoil moaAepKaHus 3aJaHHbIX TAPAMETPOB TEMIEPATYPHI U BIAKHOCTH;
6) cucTeMOM BUICOHAOIIOICHHUS.

CepBepHOE W KOMMYHHUKAIlMOHHOE OOOpPYJOBAaHHE MOAKIIOYAETCS K CUCTEME
ANEKTPOIUTAHUS YEPE3 UCTOUYHUKH OecriepeOOMHOTr0 MUTaHUS.

B cnydae oTcyTcTBUs B OaHKe, OpraHu3aiiu eHTpa 00padoTKU JaHHBIX, TPEOOBAHUS
HACTOSIIIErO IMYHKTA PaclpOCTPAHSIOTCS Ha MOMEIIEHHUs OaHKa, OpraHu3aluu, B KOTOPBIX
pa3MelieHbl CUCTEeMbl W KOMIOHEHTHl HWH(OpMAIMOHHONW WH(PPACTPYKTyphl OaHKa,
OpraHu3alluu.

128. Jloctym B LieHTp 00pabOTKU HaHHBIX MPEAOCTABISAETCS JIUIAM, IEPEUYEHb KOTOPBIX
YTBEPKAACTCS PYKOBOJAUTENEM MOAPA3JACICHUS MO UHPOPMAIMOHHBIM TEXHOJIOTHUSAM 10
COIJIaCOBAHMIO C MOJIPA3AEICHUEM O HH(POPMAMOHHONW O€30ITaCHOCTH.

129. bank, opranu3zanus BeIyT *KypHaJl CUCTEMbI KOHTPOJISA U YIPaBJICHUS TOCTYIIOM B
LEHTp 00paOOTKH TaHHBIX, KOTOPBIA XpaHUTCA HE MeHee | (0HOoTO) To/a.

130. Cuctema aBTOMAaTMYECKOrO MOXKAPOTYIICHUS IIEHTpa 0O0pabOTKH HaHHBIX
o0ecreynBaeT yCTpaHEHUE BO3TOpPaHUs M0 BCEMY 00bEMY MOMEUIEHUS U UMEET PE3EPBHBIM
3anmac. 131. Cucrema BuIEOHAOIIOACHUS IIEHTpa OOpaOOTKH JaHHBIX OOECIEeUUBACT
HaOII0/IeHHe 3a BCEMHU NPOXOJaMH, BXOJaMHU B IIEHTp OOpabOTKM NaHHBIX. B 1eHTpe
00pabOTKH JaHHBIX PACCTaHOBKA BHACOKaMEp UCKIIIOYAeT HAMYKHE 30H BHYTPU MMOMEIICHUS
IEHTpa 00pabOTKU JAaHHBIX U MEPE]] €ro BX0JI0M, HE MOKPBITHIX BUICOHAOIIOICHUEM.

132. 3anuch cOOBITHII CHCTEMOW BUACOHAOIIOAEHUS EHTpa 00paObOTKH JAHHBIX BEJETCS
HEIPEPHIBHO WIH C UCTIOJIH30BAHUEM JETEKTOPA JBUKEHUS.

133. ApxuB 3anuceil CUCTEMbI BUIACOHAOIIOICHUS LIEHTpa 00pabOTKH JAHHBIX XPAHUTCS
He MeHee 3 (Tpex) MecCsIeB.

134. B nensx npeaoTBpalleHUs] HECAHKIIMOHUPOBAHHOIO (PU3HYECKOIr0 JIOCTyNa K
CepBEpaM U aKTHBHOMY CETEBOMY OOOpPYIOBaHHWIO, HAXOASAIIEMYCsl BHE IIEHTpa 00padoTKU
JTaHHBIX, ONIPEICIISIIOTCS U PEATU3YIOTCSI MEPHI TI0 00ECTIEUSHUIO UX O0€30MaCHOCTH.

135. TlpenocraBienue (GpU3NYECKOro I0CTyna K MHPOPMAIIMOHHBIM aKTUBaM OaHKa,
OpraHu3alliy onpeesseTcss 0aHKOM, OpraHU3aIueH.



ITaparpad 13. Tpe6oBaHm K IpoIiecCy oOecreueHus 3amuTh pabourX CTaHIuMi, HOYTOYKOB H
MOOHJIFHBIX YCTPOHCTB paOOTHHKOB

136. B Oanke, opraHu3aluu OMNPEACNSIOTCS U BHEIPSAIOTCA OpraHU3allMOHHBIE U
TEXHUYECKHE MEPBI, 3aMPELIAOIIUe 0JIb30BATENSAM POBOJUTH CAMOCTOSITENIBHO YCTAHOBKY
Y HACTPOMKY MPOTrpaMMHOTr0 oOecrieyeHus, pabounx CTaHIUN, HOYTOYKOB U IEpUPEPUIHOTO
0o0opynoBaHUsI.

137. Tlonb30BaTensaM He MPeOCTABIISIOTCA MpaBa JOCTYIA JTOKAJILHOTO aAMUHUCTpATOpa
WM aHAJIOTMYHBIE MpaBa JOCTyIa, 33 MCKIIOUYEHUEM CIIy4yaeB, KOrja MpaBa JOCTyIa
JOKaJIbHOTO AJMUHUCTPATOpa WM TpaBa, aHAJIOTHYHBIE MpaBaM JOCTyMa JIOKaJbHOTO
aIMUHUCTpATOpa, TpeOyroTcs s (PYHKIIMOHUPOBAHUS MPOrpaMMHOI0 oOecredeHus,
aBTOMAaTU3UPYIOIIETO (PYHKUINHU, UCTIONHIEMbIE MOJIb30BaTENIEM.

138. B cinydae HEBO3MOXXHOCTH UCIIOJHEHHUS TOJIb30BaTENEM €ro (pyHKIIMOHAIBHBIX
o0si3aHHOCTENl 0€3 OCYIIECTBICHUS CaMOCTOATENIbHOM YCTAaHOBKM M HACTPOUKH
IPOrpaMMHOTO OOecredeHus 1 000pyI0BaHUs, TAKOMY IOJIb30BATENI0 MPEIOCTABISIOTCS
IpaBa JIOKAJIbHOI'O aIMUHUCTPATOPa WK aHAJIOTUYHBIE MPaBA.

139. Tlepeuens monb3oBaTenel, ykazaHHbIX B myHKTax 137 u 138 TpebGoBanuii,
dbopmupyeTcs, aKkTyaJu3upyeTcsi U YTBEPKIAETCA PYKOBOAUTEIEM NOAPA3AECICHUS IO
MHQOPMALMOHHBIM TEXHOJIOTUAM IO COTJAaCOBAaHHUIO C TMOApa3/ieIeHUEM IO
nHpopmanuoHHo Oe3onacHocTu. [lompaszaenenue mo wHGOPMAIMOHHON 0€30MaCHOCTH
OCYILECTBIISIET KOHTPOJb HCIOJb30BAaHUS NpaB JOCTyNa IOJIb30BaTENEH, yKa3aHHBIX B
nyHktax 137 u 138 Tpebosanuii. 140. [Togpaznenenue mo nHPOPMAITMOHHBIM TEXHOJIOTUSIM
oOecrieunBaeT ydeT pabo4yux CTaHUUM, HOYTOYKOB W MOOMIIBHBIX YCTPOHCTB B
KOPHOPAaTUBHOM ceTH 0aHKa, OpraHu3aIuu, KOTOPBIM MMO3BOJISIET TOYHO UACHTUPUIIUPOBATD
MECTOHAXO0XACHUE JaHHOW paboyell CTaHIIMKU WM IPUHAIJIEKHOCTh HOYTOYKa, MOOMIIBHOTO
YCTPOMCTBA.

141. B cnyyae noak/II04eHUs] MOOMJIBHBIX YCTPOMCTB, HOYyTOYKOB K MH(OPMAMOHHBIM
akThBaM OaHKa, OpraHU3alMK U3-3a MPEACIIOB EPUMETpa 3aIlIUThHl OaHKa, OpraHU3aIuy Ha
JAHHBIX YCTPOMCTBAaX YCTaHABIMBAETCS CIEIMAJIbHOE MpPOrpaMMHOE obOecreyeHue,
oOecreynBaoIlee 3alUIIeHHbIA J0CTyln K WH(OPMAIMOHHBIM akTUBaM (IudpoBaHue
KaHajla CBs3U, oOecrieueHre ABYX(aKTOpPHOUW ayTeHTU(PHUKALNUU, TUCTAHIIMOHHOE yAaJIeHHue
JAHHBIX C MOOUJIBHOTO YCTPOICTBA).

142. Tlpu ucnonp3oBaHuu st 00pabOTKM HHOOPMAITMOHHBIX AKTUBOB OaHKa,
OpraHu3aliy JUYHBIX HOYTOYKOB U MOOUJIbHBIX YCTPOHUCTB paOOTHUKOB OAHKA, OpraHU3aluu
, Ha JaHHble HOYTOYKM W MOOWJIbHBIE YCTpPOMNCTBA YCTaHABJIMBAECTCS CIEIUAIbHOE
nmporpaMMHoOe oOecreueHre, 00eCIeUrBaIoIIUe pa3felieHue cpell 00padOTKH JIMYHBIX
JaHHBIX ¥ MTHPOPMALIMOHHBIX aKTUBOB OAHKa, OpraHU3aluu.

143. Bea undopmanus 6aHka, opraHu3aliy, pa3MelieHHas Ha HOyTOyKax U MOOMJIbHBIX
YCTPOMCTBAX, XPAHUTCS B 3alIM(PPOBAHHOM BU/IE.



IIpunoxenue 2
k [lepeyrro HOpMaTHBHBIX
MIPaBOBBIX aKTOB
Pecny6nmkn Kazaxcran
IO BOIPOCaM PEryJIUPOBAHUS
HH(POPMAIIMOHHON 0E30MaCHOCTH
Ha (MHAHCOBOM DPBIHKE,
B KOTOPBIC BHOCATCS U3MCHCHUS
IIpunoxenue 2
K mmoctaHoBIeHHI0 [IpaBneHus
Hammonansaoro banka
Pecny6nmku Kazaxcran
ot 27 mapta 2018 roma Ne 48

IIpaBuia u cpoku mpexocTaBieHns mHGpopMaim 06 HHIMAEHTaX HHGOPMAUOHHOH
0e30macHOCTH, BKIIIOYast CBEICHA 0 HapyIIeHUIX, c00AX B HH(POPMAIMOHHBIX CHCTEMAaX

1. Hactosimue IlpaBuna u cpoku mpenoctaBieHuss uHdopManmu o0 MHIHUACHTAX
uH(popMaMOHHON 0€30ImacCHOCTH, BKJIIOYas CBEACHUA O HapyUIeHUAX, cOOsIX B
nH(pOPMAIIMOHHBIX cucTemax (nanee — [IpaBuna) pazpaboTanbl B COOTBETCTBUM C TYHKTOM 7
cratbu 61-5 3akona Pecnyonuku Kazaxcran "O OaHkax v OaHKOBCKOW J€SITENBHOCTH B
PecnyOnuke Kazaxctan" u ompeAenstoT MOpsSIOK W CPOKH IpeAocTaBieHUs OaHKaMH,
¢dunuanamu 6aHkoB-Hepe3uaeHTOB PecnyOnuku Kazaxcran (nanee — 6aHK) U OpraHu3alusiMu
, OCYIIECTBIISIONIUMHU OTJEIbHbIE BHIbI OAaHKOBCKHX OIEpaluil (Jganee — opraHuzaius),
uHpopManu 00 MHUUIAECHTAX HHPOPMAUMOHHON OE€30MaCHOCTH, BKJIKOYAs CBEIAEHHUS O
HapyIIEeHUAX, cO0sSX B MHGOPMAIIMOHHBIX CHUCTEMAX.

2. B IlpaBunax Mcnonb3yrOTCs MOHATHS, MPEeIycCMOTpeHHbIe 3aKkoHOM PecnyOnuku
Kazaxcran "O06 nHpopmaTuzanuu', a Takke CICAYIOMNE TOHSITHUS:

1) undpopmanmonnas Oe3zomacHOCTh B cdepe uHbopmartuzamuu (ganee —
nHbpopMalMOHHAass OE€30MaCHOCTh) — COCTOSHUE 3alUIIEHHOCTH BJIEKTPOHHBIX
MHQOpMaAIMOHHBIX pecypcos, UHPOpPMAIMOHHBIX CHUCTEM u
WH()OPMAITMOHHO-KOMMYHHUKAIIMOHHON HHPPACTPYKTYPHI OT BHEITHUX U BHYTPEHHHUX yTPO3;

2) undopmManMoOHHO-KOMMYHHUKaIIMOHHAsA HHMpacTpykTypa (nanee — uadopmMarmoHHas
UHPPACTPYKTYypa) — COBOKYMHOCTh OOBEKTOB HH(POPMALMOHHO-KOMMYHUKAIIMOHHON
UHPPACTPYKTYphl, MpEeJHAa3HAYEHHBIX sl obecriedeHus  (QyHKIIMOHHUPOBAHUS
TEXHOJIOTUYECKON Cpeibl B LEIIX POPMUPOBAHUS IIEKTPOHHBIX HH(POPMAIIMOHHBIX PECYPCOB
Y IIPEIOCTABIEHUS JOCTYIa K HUM;

3) yrpo3a uHhOpMalMOHHONW 0E€30MaCHOCTU — COBOKYIHOCTh YCJIOBUH U (haKTOPOB,
CO3JAOUINX MPEANOCHUIKM K BOSHUKHOBEHUIO HHIIMIEHTa MH()OPMAIMOHHONW 0€3011aCHOCTH;

4) uadopmarus 06 UHIIMACHTaAX UHPOPMAITMOHHOM Oe30macHOCTH — UHQpopMaius o0
OTJEJIbHO 17810 CepuiHO BO3HUKAIOUIMX cbosx B paboTe
WH()OPMAIIMOHHO-KOMMYHHUKAIIMOHHOW HHQPACTPYKTYPhl HIIM OTIEIBHBIX €€ OOBEKTOB,
CO3/IAI0NIUX YIrpo3y HX HajuiexamemMy GYHKIMOHUPOBAHUI0O U (WUJIM) YCIIOBHUS IS



HE3aKOHHOTO TOJY4YeHHs, KOMUPOBAHUS, PAaCIpOCTPaHEHUs], MOAU(PUKAIINYN, YHUUTOKEHUS
WM OJIOKMPOBAHUS 3JIEKTPOHHBIX MH(OPMAIIMOHHBIX PECYpCOB OaHKa, OpraHU3allNH;

5) uHIUAEHT HHGOPMAIIMOHHOM 0€30IaCHOCTH — OT/ICJIBHO WUIM CEPUHHO BO3HUKAIOIIIHE
coou B paboTe HHPOPMALMOHHO-KOMMYHUKAIIMOHHON UHPPACTPYKTYPBI WIIH OTAEIbHBIX €€
00BEKTOB, CO3/IA0IIUE YTPO3Yy UX HaAexameMy GyHKIIMOHUPOBAHUIO U (MIIK) YCIOBUS IJIs
HE3aKOHHOTO IOJIy4eHMsI, KOMUPOBAaHHUsA, pacpOCTpaHEHUsI, MOAU(DUKAIINHN, YHUUTOKEHUS
WM OJIOKMPOBAHMS 3JIEKTPOHHBIX MH(OPMAIIMOHHBIX PECYpCOB OaHKa, OpraHU3alNH;

6) 1OCTYIl — BO3MOXHOCTb UCTOJIb30BaHUSI HHPOPMAIIMOHHBIX aKTUBOB;

7) ataka tuna "oTka3 B o0cayxuBaHuu" (DoS unu DDoS-ataka, B 3aBUCUMOCTU OT
KOJMYECTBA aTaKyIOU[MX BHEIIHMX HCTOYHMKOB aTakW) — aTraka Ha MHQOPMALUOHHYIO
CUCTEMY C LEJIbI0 HAPYIIECHUS IITATHOTO peXrMa ee paboThl WM CO3JAaHUE YCIOBUM, Mpu
KOTOPBIX JIETaJbHBIE I[OJb30BATENM CHUCTEMBl HE MOLYT MOJYYUTh JOCTYN K
IPEIOCTaBIISIEMBIM pecypcam, JIU00 3TOT JOCTYN 3aTPYAHEH;

8) YIOJIHOMOYEHHBIN OPraH — yIOJHOMOYEHHBII OpPraH Mo PEryJIupoBaHUI0, KOHTPOIIO U
Ha/130py (PHHAHCOBOTO PHIHKA U (PMHAHCOBBIX OpraHU3aLU.

3. bank, opranu3zanus NpeJOCTaBIAIOT B YIOJIHOMOYEHHBIM OpraH MHQOpMAIUIO O
CJIEYIOIMX BBISBICHHBIX HHIIUJIEHTaX HH(POPMAIIMOHHON 0€3011aCHOCTH:

1) skcrutyaTanust ysi3BUMOCTEH B PUKJIAJHOM U CUCTEMHOM MPOTPaMMHOM 00€CTieueHUn

2) HECaHKIIMOHUPOBAHHBIN TOCTYN B MHPOPMALIUOHHYIO CUCTEMY;
3) araka "oTka3 B 00cmyXxuBaHHH" Ha WH(OPMALMOHHYIO CUCTEMY WJIM CETh Mepeaadn
JAHHBIX;
4) 3apaxxeHue cepBepa BPEIOHOCHON TPOrpaMMON UIT KOJIOM;
5) coBeplIieHNE HECAHKIIMOHHUPOBAHHOIO MEPEBOJA JIEHEKHBIX CPEJICTB BCIEACTBUE
HapYIICHUS KOHTPOJIeH nH(HOPMAMOHHON O€30MacHOCTH;

6) WHBIX MHIUACHTAX WHPOPMAIMOHHON OE30MacCHOCTH, MOBJIEKIIUX MPOCTOU
WH(POPMAITMOHHBIX CUCTEM 00Jiee OJTHOTO yaca.

Nudopmanus 06 wHIUICHTaAX WH()OPMAITMOHHONW 0€30MaCHOCTH, yKa3aHHBIX B
HACTOSIIIIEM IYHKTE, MPENOCTaBIsIETCs OaHKOM WM OpraHu3alueld He3aMmeNIUTENIbHO
MOCPEACTBOM aBTOMATHU3MPOBAHHOIN CUCTEMBI YIIOJTHOMOYEHHOTO OpraHa, MpeAHa3HaueHHOM
U1t 00paboTKH HHGOPMAIIUU O COOBITHAX M MHIIUICHTaX HHPOPMAITMOHHON O€301TaCHOCTH U
WHTETPUPOBAHHON C cHCTeMaMH MH(POPMAIMOHHONW 0€30MacHOCTH WM CHCTeMaMH OaHKa,
OpraHu3alli, OCYIIECTBIISIIOIIMMHU B peajlbHOM BpEMEHU cOOp M aHaimu3 MHGOpMAaIuu O
coObITUAX B MH(pOpManuoHHON HHPpacTpykType (nairee — ACOU) unm B 3I€KTPOHHOM
dbopmaTe ¢ HCHOJb30BAHWEM TPAHCIOPTHOM CHCTEMBbl TapaHTHUPOBAHHOW JIOCTaBKU
uHpopMauu C KPUNTOTpaPUUECKUMHU CpPEICTBAMHU 3alllUThl, OOecHeYruBaOIIeH
KOH(QUACHIIMATBFHOCTD U HEKOPPEKTUPYEMOCTh PEICTABISIEMbIX JaHHBIX.

4. bank, opranu3zaius 00ecreynBalT nepeayy cBeeHU 00 OTAENBbHO MU CEPUITHO
BO3ZHMKAIOIIUX COOBITUSX B paboTe MH()OPMAITMOHHO-KOMMYHUKAILIMOHHON HH(PPACTPYKTYPHI



WA OTACIBHBIX €€ OOBEKTOB, BKIIOYAs CHCTEMbl HWH(POPMAIIMOHHOM O€30MacHOCTH,
CBHUJIETEJILCTBYIOIIMX O HAPYIIEHUWU MPUHATHIX Mep obecreueHuss HHPOPMALUOHHOU
6e3omacHOCTH JM00 O paHee HEU3BECTHOM CUTYalluH, MOTEHIIMAILHO UMEIOIIEH OTHOIICHUE K
nHbOpMallMOHHON Oe30macHOCTH (J1ajiee — CBEACHHS O HapyIIeHusX, cOosIX B
uH(popMalMoOHHbIX cucTemax) nocpeactsoM ACOU. Cenenusi o HapylieHHsX, cOOsIX B
MH(OPMAIMOHHBIX CUCTEMax MPEIOCTABISIOTCS B aBTOMATH3UPOBAHHOM PEXKHUME MyTeM
nepeavyd M3 CHUCTEM MH(POPMALMOHHOW 0€30IMaCHOCTH WJIM CUCTEM OaHKa, OpraHu3aluH,
OCYIIECTBJISIONINX B pEAJIbHOM BpPEMEHHM cOOp W aHanu3 MH(OpMamuu O COOBITHUAX B
nH(}OpPMAITMOHHOU HH(]pacTpyKType OaHKa, OpraHU3aluu.

Jlns opranuzanuii, BXoasmmx B cTpykTypy HanmonanpHoro banka PecmyGnumkwm
Kazaxcran, U 10pUIWYECKUX JUL, NATHAECAT U OoJiee MPOLEHTOB TOJIOCYIOIIMX aKIUH
KOTOpbIX npuHaminexar HanumonansHomy banky PecnyoOnukm Kazaxcran, pomyckaercs
nepeaada CBEJACHUN O HAapyHICHUSX, cOOAX B MHPOPMAIMOHHBIX CHUCTEMax MOCPEICTBOM
00bekTOB uMHpopmatuzauuu HanuonansHoro banka PecnyOnuku Kaszaxcran,
uHTerpupoBanHbeix ¢ ACOU.
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