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006 yrBepxxaeanu IIpaBmi JEHIOHUPOBAHNA CPEACTB KpHOTOrpadhUIeCKOM 3aIUTEI
vHpopMarmu B Pecmy6imike Kasaxcran

Y1paTuBmmi caty

IIpuka3 Ilpencenarenss Komurera HaumoHanbHOM Oe3omacHocTu PecnyOnnku
Kazaxcran ot 22 utons 2001 roga N 86. 3apeructpupoBad B MUHUCTEPCTBE FOCTULIMU
Pecnybnuxku Kazaxcran 30 uronst 2001 roma N 1601. Yrparun cuny npuxkasom
[Ipencenarens Komutera HarmoHnanbHOM Oe3onacHoctu PecyOnuku Kazaxcran ot 9
utoHs 2009 roga N 103

CHocka. Ytparun cuiy npukazoM Ilpeacenarens Komurera HannoHaJIbHOM
oe3onacnoctu PK ot 09.06.2009 N 103 .

B memsix rocyaapCTBEHHOIO pPEryJIMpOBaHUs JEATEIbHOCTH, CBSI3aHHOW C
pa3pabOTKOM, MPOU3BOJACTBOM, PEMOHTOM, peaju3alueid, HCIOIb30BaHUEM,
XpaHEHUEM, OSKCHOPTOM M HUMIIOPTOM CPEACTB KpUOTOrpaduueckoil 3aiiuThl
uHbopMaumu, NPUKA3bBIBAK:

1. VYrTBepaute mnpunaraemeie IlpaBuna JOenOHUPOBAHHUS CPEACTB
kpuntorpaguueckoil 3amuthl uUHbopmanuu B Pecnybnuke Kazaxcran.
2. IOpuanueckomy ynpasiieHHI0 KoMHuTeTa IPOBECTH B YCTAHOBIEHHOM IOPSJIKE
peructpauuto IlpaBun B MunuctepctBe roctunuu Pecny6nuku Kazaxcras.
3. C nmpuka3oM 03HaKOMUTH JIMYHBIA COCTaB OPTraHOB HALIMOHAIBHOM 0€30MacHOCTH
PecnyOnuku Kaszaxcrtan B 4acTH Kacawouencs.

[Ipencenartens Komurera
Y TBEep XK AeE H B
npukazom [Ipencenarenss KHb Pecny6nuku Kazaxcran ot 22 utonst 2001 roga N 86

IT paBwuaxa
JNETOHUPOBAHUS CPEACTB KpUNTOTpaduUecKkoil 3amuThl
unpopmanuu B PecnyOnuke Kazaxcran

1. O6mue NOMOXEHHUS
1. Hacrosmue [IpaBuna nemoHupoBaHUs CPEACTB KPUMITOTPAPUUESCKOM 3aITUTHI

uH(popMaIK pa3padoTaHbl B LIETSAX TOCYIaPCTBEHHOTO PETYJIMPOBAHUS NEATEIBHOCTH,
CBsI3aHHOM C pa3pabOTKOW, MPOU3BOACTBOM, PEMOHTOM, pealu3aluei,



UCIIOJIb30BAaHUEM, XPAHEHUEM, DKCIIOPTOM M UMIIOPTOM CPEJICTB KpUNTOrpadudecKomn
3aImUThl  MHOOpMANWHU, TMPEAOTBPAIICHHUS TOCTYIUICHUS B  PECIyOJIMKY
HeJJ0OpOKAUYEeCTBEHHBIX CPEACTB 3alIUThl MH(GOPMAIIMU, a TAKXKE IS TOBBIIICHUS
KOHTpOJISL 3a COOJIIOJEHHEM JIMIEH3MOHHOI0 3aKoHoAaTeldbcTBa PecnyOnuku
KaszaxcrTams

2. Hacrosmue [IpaBuna o6si3aTenbHbl A5 UcnonHeHus LleHTpoM nenoHupoBaHus
u reHepaunu mwudpkmoueid Pecyonuku Kazaxcran (nanee - LieHTp nenoHupoBaHus),
bU3MYECKUMH U IOPUIUYCCKUMH JIMIIaMU (HE3aBUCUMO OT (OpM COOCTBEHHOCTH),
SIBJISTFOIITUMUCST COOCTBEHHUKAMH CPEJICTB KpUTITOTpadUuecKor 3auThl HHPOPMaIUN
(mamee - Bnanenpbus).

3. B nacrosimux IIpaBunax ucnosb3yrorcs Clieayromue cuenuaibHble TEPMUHBIL:

NETMMOHWPOBAHUE - TMepedada JAias ydeTa ©W XPaHCHUS,
CpeACTBa KpUNTOrpaguyeckoi 3amuThl MHPopMaruu (Kpunrtorpadudeckue
CpelicTBa 3allUThl MH(OpMALMU) - JIOObIE CpEeNCTBA, AITOPUTMBI U METOJIbI
npeoOpa3zoBaHus HH(POPMAIUH C TIENbIO0 COKPBITUS €€ COACPIKAHUS U/ Ui o0ecrieueHus
ayTeHTU(UKAINH, UCTIONB3YIONINe KpUNTOrpaduueckne KIOYH, BKIIOYAsl CPEeICTBA
U3TOTOBJICHUS ITHX KJIIO4YeH,;

Kpunrtorpadguyeckue KIOYM - MapamMeTpbl Ipolecca NpeoOpa3oBaHus
uHpOpMAIIUK C IIEJIBI0 COKPBITHS €€ COJepKaHUsS u/uiu obecreueHus
ayTeHTU(UKAUK, KOTOPBIE MJIM YacTh KOTOPBIX COAEPKATCI B CEKPETE;

3amu@poBaHUe JAaHHBIX - MpoLEecC MPeoOpa3OBaHUS HMCXOAHBIX JAHHBIX B
3amuM@poBaHHbIE C 1EJIBI0O COKPBITUA UX COJIEpKAHUS, HCHOJIb3YIOUIUN
Kpuntorpapuueckue KJIOYH;
pacmdpoBaHre JaHHBIX - MIPOIIECC MPeoOpa3oBaHus 3alIU(PPOBAHHBIX JAHHBIX B
HUCXOJHBIE, M CTIOJIB3Y IO NI KpUNITOrpauIECKHe KJIIOYH;
mudpoBaHre JaHHBIX - 3amudpoBaHue W/WIM pacmmpOBaHUE HTAHHBIX;
KJIIFOYH MU(poBaHUs - KpUNTOrpaduvecKue KIFOYH, HCIOJb3yeMbIe IS
mudppoBaHUSA JaHHBX .

4. llenTpoM nenoHUpoBaHus U renepanuu mudpkioueit Pecriyonuku Kazaxcran
sBisierca PecnyOnnkanckoe rocyaapctBeHHoe npennpustue "Kascneunpennpusrue"
KHbB PecnyOnukmu KazaxcraH.

5. JlemOHMPOBAHHUIO TOAJIEKAT CPEACTBA KPUNTOTPAPUUECKON 3aIIUTHI
uHpopManuu u KIOYM MWHUOPOBAHUS K HUM, SBISIOMIHECS COOCTBEHHOCTHIO
BrnagenbiueB, ucnoib3yeMble WM MpeIHAa3HAUYCHHBIE U MIH(POBAaHUS JTAHHBIX, HE
COCTAaBJISIFOIINX TOCYIapCTBEHHBIE ceKpeThl PecmyOnmku Kazaxcran, 3a uCKITIt0OUeHHEM
OpPOCTEUIINX CPEACTB, OOECMEeUMBAONIUX 3alIUTy HHGOPMAIMU TOJBKO OT
HEMOCPEICTBEHHOTO MPOCMOTpa WX MPOCITYIIHBaHUs (HEKOTOPbIE BUABI CKpeMOJIepoB
, YIUIOTHUTENEH COOOIIeHH, apXUBAaTOPOB, TEKCTOBBIX peaakTopoB U T.1. [lepeuenp
TaKHX CPEJICTB ONpPENEsAeTCs JUIEH3UApOM B 00JIACTH CPEACTB KPUNTOrpapuiIecKon



3aM UTBHI HHbOpMALHUU).

6. JlenonupoBaHue CpPEACTB KPUNTOTpAPUUECKOM 3alIUThl MHPOPMALUU
ocyllecTBisAeTcs BiagenbuemM nyTeM IOCTAHOBKM HX Ha yueT B LleHTp
JETIOHUPOBAHUS B MECSUYHBIM CpPOK TOCJE€ WX H3TFOTOBJICHUS WM HMIOpPTa B
Pecnybnuky Kazaxcran.

7. Peanuzanus 1 UCNOJIb30BAHUE HEYUTEHHBIX B LIeHTpe NenoHnpoBaHus CPECTB
KpUINITOrpauuecKol 3amuThl HHPOPMAIUU U KIoYeld MU(GpOBaHUS 3alperiaeTcs.

8. OmiaTta BBIMOJHEHHBIX pabOT U YCIYT, CBS3aHHBIX C JCMOHUPOBAHUEM,
OPOU3BOJAUTCA HAa JIOTOBOPHOM OCHOBE B COOTBETCTBUM C Tapu(HO-CMETHOU
nokyMmMeHTanuen  PecrmyOnmMKaHCKOTO — rocynapcTBEHHOro — mpeamnpusitus "
Kazcnennpennpusitue" KHBb PecnyOnuku KazaxcraHn.

9. KonTpons coOmoaeHus TpeboBaHuil HacTosmux IIpaBui Bo3maraercs Ha
JUIEH3Uapa B 00J1acTU CPEeACTB KpUnTorpadhuyeckom 3amuThl HHGOPMAIIMKA, KOTOPBIN
UMEET npasBo

1) ocymiecTBasiTh MpoBepku coOmtoaeHus LleHTpoM nenoHupoBaHUS U
Brnagensuamu cpeacts kpunrtorpaduuecko 3amuThl UHGOpPMAIMK HACTOSIIMX
IT p a B u n ;

2) cocTaBIATh 3aKIIOUEHUS U 00s3aTeNbHbIE K UCIOJHEHUIO MPEINUCAHUS 10
pe3yiabTaram NPOBEIEHHBIX NPOBEPOK;

3) BBIHOCUTD 3aKIIIOUEHUSI 00 YpEeryJupOBaHUU CIOPOB, BOSHUKAIOIINX MEXKIY
OpraHOM JCTIOHUPOBAHUS W BJIAJICTBIIAMHU CPEACTB KPUNTOTPAGUUECKON 3aIUTHI
HHPOpPpMAaAINUUH,

4) npuoCTaHABINBATH JICUCTBUE JUIICH3UU Biiaienpiia B ciiyyae CUCTEMaTHYECKOTO
HapylieHus UM HacTosuux [IpaBun W 0COOBIX YCIOBUN AEHCTBUS JUICH3UM.

2. TloctaHoBKa JAEMOHUPYEMBIX CPEICTB KpUNTOTpapuuUecKon
3allUThl MHPOpMANHUKU Ha yUeT

10. Insi mOCTaHOBKM JIETIOHHPYEMBIX CPEACTB KpUNTOrpaduueckoil 3amuThl
uHpopmauun Ha ydeT Bmanenen mnpencrtasiaser B LleHTp JOenoHUpoOBaHUSA:
1) 3agBIEHUE,;

2) macnopT WM yAOCTOBEPEHUE JIMYHOCTH, CIIPaBKy Gopmbl 3 (11st pusnyeckux
JIUIL), KOTIMIO CBUJETENIbCTBA O TOCYJaPCTBEHHON perucTpanuy I0puandeckoro auna (
1T s IOPUIUYECKHUX aun);

3) xonwuro JUIEH3UHU (MPU HATWYWU JUIEH3WN) Ha JESATEIbHOCTh B 00JIaCTH
CpeAcTB Kpuntorpadudeckou 3aIIUTHI UHpOpMaLuH;
4) ucnonp3yeMble aIrOpUTMbI UG POBAHUS U U3TOTOBJICHUA KITtoUeH mudpoBaHUs
, BCe KJIIOYM MU(poBaHUs, HEOOXOIUMbIE M JOCTATOYHBIE JUIS 3alIM(pPOBAHUSA U
pacmin(poBaHUs AaHHBIX, & TAKKE BCE BCIIOMOraTEIbHBIE AITOPUTMBI, BKIIIOYAs



opoueaypy HNpedoTBpalleHUs HCHOJb30BAaHHUS HE3apErMCTPUPOBAHHBIX KIIIOUYEH
MKU(PPOBAHUS, AITOPUTMbI KOJIMPOBAHUS/IEKOUPOBAHMS, TPOTOKOJIBI BBO/Ia/BBIBOJIA U
oOMeHa JJaHHBIMH 110 KaHaJy CBS3H, pEAIM30BAHHbIC B CPEJCTBAX KPUIITOrpapuuecKoi
341U TBHI uHbopmManuu,;

5) nenoHupyeMble CpeacTBa KpUNTOrpaguuecKoi 3aiuThl HHPOPMAIIHH, a TAKXKe
CpelcTBa M3rOTOBJEHUS KIIOYed MuU(pPOBaHUS K HHUM, UX IOJHOE TEXHHUUYECKOE
O NI UMW CaHuUHue ,;

6) naTexHOe MOPYUYEHHE WJIM KBUTAHIUIO 00 OIJjiaTe 3a MOCTAHOBKY Ha yuyeT
JNETMOHUPYEMBIX  CPEACTB  KpUNTOrpaduYecKod  3aimuThl  HHOOpMALUU.

11. IlpencraBieHHble MaTepUaibl JOJIKHBI COAEPKATh HCUEPIIBIBAIOIIYIO
UHPOpPMaILMIO IS TPOBEPKH COOTBETCTBUA 3asBICHHBIX U (aKTUUYECKHU
pealln30BaHHBIX aITOPUTMOB B CPENICTBAX KPUNTOTpadhUIeCcKOi 3aUThl HHPOpMALIHH,
o0ecnieunBaTh BO3MOKHOCTB 3alIM(POBAHUS U pacin(pOBaHMS 3aLIUIIAEMON ITUMU
CpeACTBaMU JaHHBIX TMPU YyCIOBHM 3HAHUA KIOYell mu@poBaHUs.

12. Ilo 3asBke Brnagenbua npoBepka CpeACTB KpUNTOTpadUuECKOW 3alliuThI
uH(pOpMaLUK MOXET MPOBOJUTHCS HA MECTE UX YCTAHOBKH, MPU 3TOM 3a JAHHYIO
yCAYyTYy B3UMAETCH JOTOJHUTEIbHASA njara.

13. OpraHu3allMOHHBIMU M T€XHUYECKUMH MEpaMH CpPEACTBa MIUPpPOBaHUA
JOJKHBI OTOPaKOBBIBAaTh HEYUYTEHHbIE B LleHTpe nenoHupoBaHus KIHOUYH UG POBaHUs
¢ BepoATHOCThIO HE MeHee 0,999999. B ciiyyae HEBBINIOJHEHUS 3TOTO YCIOBHUSA BCE
KITIOYM MU(pOBaHUS AJIS UCIOJIB30BAHUSA B MPEJCTABICHHBIX Ha PETHCTPALIUIO
cpencTBax MUGpPOBaHUS AOKHBI MPOU3BOAUTHCSA B LleHTpe nenoHupoBaHus Ha
OCHOBE OTAEIABHOTO qJOTOBOpA.

14. LleHTp AENOHUPOBAHUS B TEUEHHE JIBYX MECALIEB IIOCIIE NIPEJOCTABICHHS BCEX
HEOOXOAMMBIX MAaTEPHUAJIOB U CPEIACTB KpunTorpaduueckoil 3amuTbl MHGOpMaALUU
IpOBEpPSIET COOTBETCTBUE 3asBJICHHBIX U (PAKTUYECKH pEalU30BAHHBIX B 3TUX
CpelICcTBaxX aJITOPUTMOB, B TOM YHUCJE MO JaHHBIM, IEPEeIaBaEMbIM MO KaHAJIaM CBSI3H,
HAJIe)KHOCTh 3aIUThl OT MCIOJB30BAaHUS HE3apPErUCTPUPOBAHHBIX KIIOYEH
mudpoBanus. B ciaydae NMOJOKUTENBHBIX PE3yJbTAaTOB IMPOBEPKU 3TU CPEACTBA
CTaBsTCS Ha y4eT C MPUCBOCHUEM YUYETHbIX HOMepoB. Omiata paboT MO MPOBEpKE
HapTUU WICHTUYHBIX CPEICTB KPUNTOTpaduuecKon 3alUThl HHPOPMAIIUU 3aBUCUT OT
CIOXHOCTH cpelacTBa U oObema naptuu. Ilo OKOHYaHMM TPOBEPKU CpENCTBA
Kpuntorpauuyeckol  3amuThl HMHPOPMALUM  BO3BPAIAIOTCA  BIIAJEIbILY.

15. B cnyyae npojaxu (mepenpojaku) paHee 3aJelOHUPOBAHHBIX CPEJICTB
Kpunrorpad@udeckor 3amuTbl UHGOPMAIUM WX TPEKHUH W HOBBIN Bragembirsl
00sA3aHbl yBEeAOMUTh 00 3TOM LleHTp nenoHupoBaHMs, MPEACTABUTH JTOKYMEHTHI,
ykasaHHble B yHKTe 10 HacTosmux [IpaBuin. B 3asBiieHuN yka3aTh y4eTHbIE HOMEpa
paHee 3a1€EN0OHUPOBAHHBIX CpEICTB.

16. Jlis mocTaHOBKM HOBBIX Kitoued mmu¢poBaHus Ha yuer Bmanenen



npeacTasiisieT B LIeHTp nenoHupoBaHus 3asABJICHUE, B KOTOPOM YKa3bIBAET YYETHBIC
HOMEpa CPEeACTB MU(PPOBaHUS, IEPUOJ AEHCTBUSA KIIIOUel udpoBaHus, IPeICTaBIsAET
caMU KJIIOYM IHU(POBAaHUA M KBUTAHIMIO 00 OIUIaTe, €CId OHU M3TOTOBJIEHBI HE B
IflenTpe NENOHUPOBAHUA.

17. Ecin kiroun mu@poBaHus U3roTaBiauBaroTcs B LleHTpe nenoHupoBaHus,
orulaTa MPOU3BOJIUTCS 3a H3TOTOBJIICHUE, IIPU 3TOM IOCTAaHOBKAa MX Ha Yy4YeT HeE
orutayrBaeTcs. Konmuu M3roToBIEHHBIX KIIOYeH mm@poBaHus xpaHsarca B LleHTpe
NENOHUPOBAHUS .

18. M3rorosinenue kitoueil mudppoBanus B LleHTpe aenoHupoBaHUs Ha
JONTOBPEMEHHOW  OCHOBE  odopmiseTcss  OTACIbHBIM  JOTOBOPOM.

3. XpaHeHHE W UCIOJIb30BAaHUE 3aJ€NOHUPOBAHHBIX CPEACTB
Kpunrorpadpuyeckoi 3amuTel UHPOpPMAIUHU

19. LlenTp nenoHHpoBaHUsA OOECHEYMBAET XpPAHEHHE JAETIOHUPYEMBIX CPEACTB
Kpunrorpapuyueckoil 3amuTbel MHGOPMaLMK U KJIOYeld mudpoBaHUsS B MOPSIKE,
AQHAJOTUYHOM YCTAaHOBJIEHHOMY JIE€UCTBYIOIIMM 3aKOHOJATEIBCTBOM IS CBEJICHMIA,
COCTAaBJISIIOUIMX IOCYIapCTBEHHbIE ceKkpeThl Pecriybnuku Kazaxcran u umeromux rpud

" "

CeEKperTHDO

20. Ilo ounnanbHEIM NOCTAHOBIEHUSAM CYAEOHBIX WM CJIEICTBEHHBIX OPraHOB
PecniyOnuku Kazaxcran LlenTp nenonupoBaHusi IpOBOAMT 3aIIM(PPOBAHUE UCXOTHBIX
JaHHBIX, pacuupoBaHUE 3alIM(PPOBAHHBIX JAHHBIX U TMPOBEPKY COOTBETCTBHUS
UCXOJIHBIX M 3alIM(pPOBAHHBIX JaHHBIX C MCIOJIb30BaHHEM umeromuxcsa B Llentpe
JIETIOHUPOBAHUS CBEIEHUHN O CPECTBaX KpUNTOrpaduyecKoi 3aluThl ”HPOPMALIUU U
KJI4Yax mubppoBaHUSIA.

21. B mocTtaHoBiIe€HHM CYIE€OHOTO0 WMJIM CIEICTBEHHOI'O OpraHa JOJIKHBI
COJIEpKaThCsl MCXOAHBIE W/WUIW 3amIM(pPOBAHHBIC JTaHHBIC, CBEJICHUS O CPEICTBE
KpunTorpaguueckon 3auuTsl HHGopManuu 1 o ero Brnanensiie, a Takke 0 BpeMEHU
UCIONb30BaHUSA 3TOTO cpeacTBa.

22. llepenaya 3aJ€MOHUPOBAHHBIX CPEICTB KPUNTOrpaUuecKOW 3alluThl
uHpOpMalMM U KItouel mu@poBaHUs TPEThEMY JIHILy MOXKET ObITh OCYIIECTBJIEHA
TOJIbKO B TOPSAKE, YCTAaHOBJIEHHOM 3akoHojAarenbcTBOM PecnyOnuku Kazaxcran
Z 9903409

4. Omnenka kpuntorpadudeckoid CTOUKOCTH CPEICTB
Kpuntorpad@uyecko 3amuThl MHPOpPMALUU

23. lentp nenoHUpOBaHUS MOKET MPOBOJUTH OLIEHKY KpUNTOrpaduueckoi
CTOMKOCTH JIETIOHUPYEMBIX CPEACTB KpUOTOrpaduuecKoi 3amuThl HHPOpMALMU Ha



OCHOBE OTAenbHOro gorosopa. Ilpu »sTom, LleHTp nenmoHupoBaHus mOCIE
IIPEJICTABIICHHUS] BCEX HEOOXOIUMBIX JAaHHBIX MPOBEPSET COOTBETCTBUE 3asBJICHHBIX U
dakTUUECKH peamn30BaHHBIX aJTOPUTMOB B TPEJCTABICHHBIX CPEACTBAX
Kpunrorpaduuecko 3amuThl WHPOPMAIIUU, TPHU IOJOKUTEIBHBIX PE3ybTaTax
POBEPKU TPOU3ZBOAUT OIIEHKY O3THX CPEICTB KPHUNTOTPAPUUECKON 3allUThI
uHpopMaIMu M BBIJACT 3aKJIOYeHHE 00 HUX KpUNTOrpaduuecKoil CTOWKOCTH.
24. B cnydyae HEBO3MOXHOCTHU MPOBEICHUS HUCCIECAOBAHUS CpPEICTBA
KpUNITOrpapuYECKOr 3amuThl UHPoOpMaIuu 0e3 pa3dopku (au3acceMOIUpOBaHUS
IporpaMMm) OJHOTO SK3EMIUIApa U3 MapTUU UCCIeAYEMBIX cpelcTB Branener 3apanee
npenynpexaaercs o HeoOXOIMMOCTU 3TOHM mpouenypsl. Ecnu mocne pazbopkw,
NPOM3BEACHHON IO COTJIacHio Branmenbiia, MCClemyeMBblil dK3EMIUIApP CpeAcTBa He
NOJJIEKUT BOCCTAHOBJEHHIO, TO €ro CTOMUMOCTh HE BO3MeEIIaeTcs.
25. lleHTp NEeNOHUPOBAHUS HA JOTOBOPHON OCHOBE MPOBOAUT JTOTOJHUTEIbHbBIC
KOHCYJIbTAIlMH MOTEHIIMATBHBIX MOJIb30BaTENeH CPeCTB KpUNTOrpaduueckoil 3aiiuThl
uHbpopMaU U no BBIOODY TaKUX CpPENCTB.
(Cneuunanucrt: CknsipoBa Nn.B.)
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